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CONFRONTING THE RUSSIAN CHALLENGE:

A NEW APPROACH FOR THE U.S.

Frederick W. Kagan, Nataliya Bugayova, and Jennifer Cafarella

EXECUTIVE SUMMARY

Russia poses a significant threat to the United States and
its allies for which the West is not ready. The West must
act urgently to meet this threat without exaggerating it.
Russia today does not have the military strength of the
Soviet Union. It is a poor state with an economy roughly
the size of Canada’s, a population less than half that of
the U.S., and demographic trends indicating that it will
lose strength over time. It is not a conventional mili-
tary near-peer nor will it become so. Its unconventional
warfare and information operations pose daunting but
not insuperable challenges. The U.S. and its allies must
develop a coherent global approach to meeting and

transcending the Russian challenge.

The Russian Threat

President Vladimir Putin has invaded two of his neigh-
bors, Georgia and Ukraine, partly to stop them from
aligning with NATO and the West. He has also ille-
gally annexed territory from both those states. He has
established a military base in the eastern Mediterranean
that he uses to interfere with, shape, and restrict the
operations of the U.S. and the anti-ISIS coalition. He
has given cover to Bashar al Assad’s use of chemical
weapons, and Russian agents have used military-grade
chemical weapons in assassination attempts in Great
Britain. Russia has threatened to use nuclear weapons,
even in regional and local conflicts. And Moscow has
interfered in elections and domestic political discourse
in the U.S. and Europe.

The Russian threat’s effectiveness results mainly from
the West’s weaknesses. NATO’s European members are
not meeting their full commitments to the alliance to
maintain the fighting power needed to deter and defeat
the emerging challenge from Moscow. Increasing polit-
ical polarization and the erosion of trust by Western
peoples in their governments creates vulnerabilities that
the Kremlin has adroitly exploited.

Moscow’s success in manipulating Western perceptions
of and reactions to its activities has fueled the devel-
opment of an approach to warfare that the West finds
difficult to understand, let alone counter. Shaping
the information space is the primary effort to which
Russian military operations, even conventional mili-
tary operations, are frequently subordinated in this way
of war. Russia obfuscates its activities and confuses the
discussion so that many people throw up their hands
and say simply, “Who knows if the Russians really did
that? Who knows if it was legal?”—thus paralyzing the

West’s responses.

Putin’s Program

Putin is not simply an opportunistic predator. Putin
and the major institutions of the Russian Federation
have a program as coherent as that of any Western leader.
Putin enunciates his objectives in major speeches, and
his ministers generate detailed formal expositions of
Russia’s military and diplomatic aims and its efforts
and the methods and resources it uses to pursue them.
These statements cohere with the actions of Russian
officials and military units on the ground. The common
perception that he is opportunistic arises from the way
that the Kremlin sets conditions to achieve these objec-
tives in advance. Putin closely monitors the domestic
and international situation and decides to execute plans
when and if conditions require and favor the Kremlin.
The aims of Russian policy can be distilled into the
following:

Domestic Objectives

Putin is an autocrat who seeks to retain control of his
state and the succession. He seeks to keep his power
circle content, maintain his own popularity, suppress

domestic political opposition in the name of blocking
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a “color revolution” he falsely accuses the West of

preparing, and expand the Russian economy.

Putin has not fixed the economy, which remains
corrupt, inefficient, and dependent on petrochemical
and mineral exports. He has focused instead on ending
the international sanctions regime to obtain the cash,
expertise, and technology he needs. Information oper-
ations and hybrid warfare undertakings in Europe are

heavily aimed at this objective.

External Objectives

Putin’s foreign policy aims are clear: end American
dominance and the “unipolar” world order, restore
“multipolarity,” and reestablish Russia as a global power
and broker. He identifies NATO as an adversary and a
threat and seeks to negate it. He aims to break Western
unity, establish Russian suzerainty over the former

Soviet States, and regain a global footprint.

Putin works to break Western unity by invalidating
the collective defense provision of the North Atlantic
Treaty (Article 5), weakening the European Union,
and destroying the faith of Western societies in their

governments .

He is reestablishing a global military footprint similar
in extent the Soviet Union’s, but with different aims. He
is neither advancing an ideology, nor establishing bases
from which to project conventional military power on
a large scale. He aims rather to constrain and shape
America’s actions using small numbers of troops and
agents along with advanced anti-air and anti-shipping

systems.

Recommendations

A sound U.S. grand strategic approach to Russia:

* Aims to achieve core American national security
objectives positively rather than to react defensively to

Russian actions;

* Holistically addresses all U.S. interests globally as
they relate to Russia rather than considering them
theater-by-theater;

* Does not trade core American national security inter-
ests in one theater for those in another, or sacrifice

one vital interest for another;

¢ Achieves American objectives by means short of war if

at all possible;

Deters nuclear war, the use of any nuclear weapons,

and other Weapons of Mass Destruction (WMD);

* Accepts the risk of conventional conflict with Russia
while seeking to avoid it and to control escalation,
while also ensuring that American forces will prevail

at any escalation level;

Contests Russian information operations and hybrid

warfare undertakings; and

Extends American protection and deterrence to U.S.

allies in NATO and outside of NATO.

Such an approach involves four principal lines of effort.

Constrain Putin’s Resources. Russia uses hybrid
warfare approaches because of its relative poverty and
inability to field large and modern military systems
that could challenge the U.S. and NATO symmetri-
cally. Lifting or reducing the current sanctions regime
or otherwise facilitating Russia’s access to wealth and
technology could give Putin the resources he needs to
mount a much more significant conventional threat—an
aim he had been pursuing in the early 2000s when high

oil prices and no sanctions made it seem possible.

Disrupt Hybrid Operations. Identifying, exposing,
and disrupting hybrid operations is a feasible, if diffi-
cult, undertaking. New structures in the U.S. military,
State Department, and possibly National Security
Council Staff are likely needed to:

I. Coordinate efforts to identify and understand
hybrid operations in preparation and underway;

2. Develop recommendations for action against hybrid
operations that the U.S. government has identified
but are not yet publicly known;

3. Respond to the unexpected third-party exposure
of hybrid operations whether the U.S. government
knew about the operations or not;

4.. Identify in advance the specific campaign and stra-
tegic objectives that should be pursued when the
U.S. government deliberately exposes a partic-
ular hybrid operation or when third parties expose

hybrid operations of a certain type in a certain area;
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5 . Shape the U.S. government response, particularly in
the information space, to drive the blowback effects
of the exposure of a particular hybrid operation
toward achieving those identified objectives; and

6. Learn lessons from past and current counter-hybrid
operations undertakings, improve techniques, and
prepare for future evolutions of Russian approaches

in coordination with allies and partners.

The U.S. should also develop a counter-information
operations approach that uses only truth against Russian
narratives aimed at sowing discord within the West and

at undermining the legitimacy of Western governments.

Delegitimize Putin as a Mediator and Convener.
Recognition as one of the poles of a multipolar world
order is vital to Putin. It is part of the greatness he prom-
ises the Russian people in return for taking their liberty.
Getting a “seat at the table” of Western-led endeavors
is insufficient for him because he seeks to transform
the international system fundamentally. He finds the
very language of being offered a seat at the West’s table

patronizing.

He has gained much more legitimacy as an interna-
tional partner in Syria and Ukraine than his behavior
warrants. He benefits from the continuous desire of
Western leaders to believe that Moscow will help them
out of their own problems if only it is approached in the

right way.

The U.S. and its allies must instead recognize that Putin
is a self-declared adversary who seeks to weaken, divide,
and harm them—never to strengthen or help them. He
has made clear in word and deed that his interests are
antithetical to the West’s. The West should therefore stop
treating him as a potential partner, but instead require
him to demonstrate that he can and will act to advance
rather than damage the West’s interests before engaging
with him at high levels.

The West must not trade interests in one region for
Putin’s help in another, even if there is reason to believe
that he would actually be helpful. Those working on
American policy in Syria and the Levant must recog-
nize that the U.S. cannot afford to subordinate its
global Russia policy to pursue limited interests, however

important, within the Middle East. Recognizing Putin

as a mediator or convener in Syria—to constrain Iran’s
activities in the south of that country, for example—is
too high a price tag to pay for undermining a coherent
global approach to the Russian threat. Granting him
credibility in that role there enhances his credibility
in his self-proclaimed role as a mediator rather than
belligerent in Ukraine. The tradeoff of interests is
unacceptable.

Nor should the U.S. engage with Putin about Ukraine
until he has committed publicly in word and deed to
what should be the minimum non-negotiable Western
demand—the recognition of the full sovereignty of all
the former Soviet states, specifically including Ukraine,
in their borders as of the dates of their admission as
independent countries to the United Nations, and the
formal renunciation (including the repealing of rele-
vant Russian legislation) of any right to interfere in the

internal affairs of those states.

Defend NATO. The increased Russian threat requires
increased efforts to defend NATO against both
conventional and hybrid threats. All NATO members
must meet their commitments to defense spending
targets—and should be prepared to go beyond those
commitments to field the forces necessary to defend
themselves and other alliance members. The Russian
base in Syria poses a threat to Western operations in
the Middle East that are essential to protecting our own
citizens and security against terrorist threats and Iran.
Neither the U.S. nor NATO is postured to protect the
Mediterranean or fight for access to the Middle East
through the eastern Mediterranean. NATO must now
prepare to field and deploy additional forces to ensure
that it can win that fight.

The West should also remove as much ambiguity as
possible from the NATO commitment to defend
member states threatened by hybrid warfare. The 2018
Brussels Declaration affirming the alliance’s intention
to defend member states attacked by hybrid warfare
was a good start. The U.S. and other NATO states with
stronger militaries should go further by declaring that
they will come to the aid of a member state attacked by
conventional or hybrid means regardless of whether
Article 5 is formally activated, creating a pre-emptive

coalition of the willing to deter Russian aggression.

I0
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Bilateral Negotiations. Recognizing that Russia is a
self-defined adversary and threat does not preclude
direct negotiations. The U.S. negotiated several arms
control treaties with the Soviet Union and has negotiated
with other self-defined enemies as well. It should retain
open channels of communication and a willingness to
work together with Russia on bilateral areas in which real
and verifiable agreement is possible, even while refusing

to grant legitimacy to Russian intervention in conflicts

INTRODUCTION

The Russian challenge is a paradox. Russia’s nuclear
arsenal poses the only truly existential threat to the
United States and its allies, but Russia’s conven-
tional military forces have never recovered anything
like the power of the Soviet military. Those forces
pose a limited and uneven threat to America’s
European allies and to U.S. armed forces, partially
because many U.S. allies are not meeting their
NATO defense spending commitments. Russia
is willing and able to act more rapidly and accept
greater risk than Western countries because of its
autocratic nature. Its cyber capabilities are among
the best in the world, and it is developing an infor-
mation-based way of war that the West has not
collectively properly understood, let alone begun
developing a response to. That information-based
warfare has included attempts to affect and disrupt
elections in the U.S. and allied states.

The complexity and paradoxical nature of the
Russian threat is perhaps its greatest strength. It
is one of the key reasons for the failure of succes-
sive American administrations and U.S. partners
around the world to develop a coherent strategy for
securing themselves and their people and advancing
their interests in the face of Russian efforts against
them. The West’s lack of continuous focus on the
Russian challenge has created major gaps in our
collective understanding of the problem—another
key reason for our failure to develop a sound

counter- Strategy.

American concerns about Russiaare bifurcated, more-
over. Many Americans see the Russian threat primarily

as a domestic problem: Moscow’s interference in the

beyond its borders. Such areas could include strategic
nuclear weapons, cyber operations, interference in
elections, the Intermediate Nuclear Forces treaty, and
other matters related to direct Russo-American tensions
and concerns. There is little likelihood of any negoti-
ation yielding fruit at this point, but there is no need
to refuse to talk with Russia on these and similar issues
in hopes of laying the groundwork for more successful

discussions in the future.

2016 presidential election, attempts to interfere in
the 2018 midterm election, and efforts to shape the
2020 elections. The U.S. national security estab-
lishment acknowledges the domestic problem but is
generally more concerned with the military challenges
a seemingly reviving Russia poses to U.S. NATO allies
and other partners in the Euro-Atlantic region; with
Russia’s activities in places like Syria and Venezuela;
and with Russia’s outreach to rogue states such as
North Korea and Iran.

Even that overseas security concern, however, is
pervaded by complexity and some confusion. The
recommendations of the current U.S. National
Security Strategy (NSS) and National Defense
Strategy (NDS) are dominated by responses to
much-trumpeted Russian investments in the
modernization of conventional and nuclear forces.
At the same time, those documents acknowledge the
importance of Russian capabilities at the lower end
of the military spectrum and in the non-military
realms of information, cyber, space, information,

and economic efforts.

Americans thus generally agree that Russia is a threat
to which the U.S. must respond in some way, but the
varying definitions of that threat hinder discussion
of the appropriate response. Russia has entangled
itself sufficiently in American partisan politics that
conversation about the national security threat it
poses is increasingly polarized. We must find a way
to transcend this polarization to develop a strategy
to secure the U.S. and its allies and advance U.S.
interests, despite Russian efforts to undermine

America’s domestic politics.
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AMERICAN INTERESTS—WHAT IS AT STAKE

The Ideals of the American Republic

The stakes in the Russo-American conflict are high.
Russian leader Vladimir Putin seeks to undermine
confidence in democratically elected institutions
and the institution of democracy itself in the United
States and the West.! He is trying to interfere with
the ability of American and European peoples to
choose their leaders freely” and is undermining the
rules-based international order on which American
prosperity and security rest. His actions in Ukraine
and Syria have driven the world toward greater
violence and disorder. The normalization of Putin’s
illegal actions over time will likely prompt other
states to emulate his behavior and cause further

deterioration of the international system.

Moscow’s war on the very idea of truth has been
perhaps the most damaging Russian undertaking in
recent years. The most basic element of the Russian
information strategy, which we will consider in more
detail presently, is the creation of a sense of uncer-
tainty around any important issue. Russia’s strategy
does not require persuading Western audiences that
its actions in Ukraine’s Crimean Peninsula or the
Kerch Strait, which connects the Black Sea and the
Sea of Azov, for example, were legal orjustified.3 It
is enough to create an environment in which many
people say simply, “who knows?” The “who knows?”
principle feeds powerfully into the phenomena of
viral “fake news,” as well as other falsehoods and
accusations of falsehoods which, if left unchecked,
will ultimately make civil discourse impossible. The
Kremlin’s propaganda does not necessarily need its
target audiences to believe in lies; its primary goal is

to make sure they do not believe in the truth.

This aspect of Putin’s approach is one of the greatest
obstacles to forming an accurate assessment and
making recommendations. It is also one of the most
insidious threats the current Russian strategy poses
to the survival of the American republic. The good
news is that the war on the idea of truth does not

involve military operations or violence, though it

can lead to both. The bad news is that it is extraor-
dinarily difficult to identify, let alone to counter.
Yet we must counter it if we are to survive as a func-

tioning polity.

American Prosperity

The debate about the trade deficit and tariffs only
underscores the scale and importance of the role
Europe plays in the American economy. Europe is
the largest single market for American exports and
the second-largest source of American imports,
with trade totaling nearly $1.1 trillion.* American
exports to Europe are estimated to support 2.6
million jobs in the U.S.” Significant damage to the
European economy, let alone the collapse of major
European states or Europe itself, would devastate
the U.S. economy as well. American prosperity is

tightly interwoven with Europe’s.

American prosperity also depends on Europe
remaining largely democratic, with market-based
economies, and subscribing to the idea of a rules-
based international order. The re-emergence of
authoritarian regimes in major European states,
which would most likely be fueled by a resurgence of
extremist nationalism, would lead to the collapse of
the entire European system, including its economic
foundations. European economic cooperation
rests on European peace, which in turn rests on
the continued submergence of extremist nation-
alism and adherence to a common set of values.
Russian actions against Western democracies and
support for extremist groups, often with nationalist
agendas, reinforce negative trends emerging within
Europe itself. These actions therefore constitute a
threat to American prosperity and security over the

long term.

The American economy also depends on the free
flow of goods across the world’s oceans and through
critical maritime chokepoints. Russia posed no
threat to those chokepoints after the Soviet Union

I2

CRITICALTHREATS.ORG



JUNE 2019

fell, but that situation is changing. The establish-
ment of what appears to be a permanent Russian
air, land, and naval base on the Syrian coast gives
Russia a foothold in the Mediterranean for the first
time since 1991. Russian efforts to negotiate bases
in Egypt and Libya and around the Horn of Africa
would allow Moscow to threaten maritime and air
traffic through the Suez Canal and the Red Sea.®
Since roughly 3.9 million barrels of oil per day
transited the Suez in 2016, to say nothing of the
food and other cargo moving through the canal,
Russian interference would have significant impacts
on the global economy—and therefore on America’s

economy.’

Russia’s efforts to establish control over the mari-
time routes opening in the Arctic also threaten the
free movement of goods through an emerging set
of maritime chokepoints.® Those efforts are even
more relevant to the U.S. because the Arctic routes
ultimately pass through the Bering Strait, the one
(maritime) border America shares with Russia.
Russian actions can hinder or prevent the U.S. and
its allies from benefiting from the opening of the
Arctic. Russia is already bringing China into the
Arctic region through energy investment projects
and negotiations about the use of the Northern Sea
Route, despite the fact that China is a state with no

Arctic territory or claims.’

NATO

The collective defense provision of the NATO treaty
(known as Article 5) has been invoked only once
in the 70-year history of the alliance: on September
12, 2001, on behalf of the United States. NATO military
forces provided limited but important assistance to
the U.S. in the immediate wake of the 9/11 attacks,
including air surveillance patrols over the United
States, and have continued supporting the U.S.
in the long wars that followed. NATO established
military missions in both Iraq and Afghanistan in
the next two decades, deploying tens of thousands
of soldiers to fight and to train America’s Iraqi and
Afghan partners. American allies, primarily NATO

members, have suffered more than 1,100 deaths in

the Afghan war, slightly under half the number of
U.S. deaths.

The non-U.S. NATO member states collectively
spent roughly $313 billion on defense in 2018—about
half the American defense budget." The failure of
most NATO members to meet their commitment to
spend 2 percent of their GDP on defense is lamen-
table and must be addressed. But the fact remains
that the alliance and its members have spent large
amounts of blood and treasure fighting alongside
American forces against the enemies that attacked
the U.S. homeland two decades ago, and that
they provide strength and depth to the defense of
Europe, which remains of vital strategic importance
to the United States. The U.S. could not come close
to replacing them without significantly increasing
its own defense spending and the size of the U.S.

military—to say nothing of American casualties.

NATO is also the most effective alliance in world
history by the standard that counts most: it has
achieved its founding objective for 70 years. The
alliance was formed in 1949 to defend Western
Europe from the threat of Soviet aggression, ideally
by deterring Soviet attack, and has never needed
to fight to defend itself. The United States always
provided the preponderance of military force for
the alliance, but the European military contribution
has always been critical as well. American conven-
tional forces throughout the Cold War depended
on the facilities and the combat power of European
militaries, and the independent nuclear deterrents
of France and Great Britain were likely as important
to deterring overt Soviet aggression as America’s
nuclear arsenal. The Soviets might have come to
doubt that the U.S. would risk nuclear annihila-
tion to defend Europe, but they never doubted that
France and Britain would resort to nuclear arms in

the face of a Soviet invasion.

Has NATO become irrelevant with the passing of
the Cold War and the drawdown of U.S. forces from
Iraq and Afghanistan? Only if the threat of war has
passed and Europe itself has become irrelevant to
the United States. Neither is the case. Europe’s

survival, prosperity, and democratic values remain
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central to America’s well-being,
as noted above, and today’s
global environment makes war
more likely than it has been since
the collapse of the Soviet Union.
It is not a given that Europe will
remain democratic and a part

of the international rules-based

order if NATO crumbles.

The more the U.S. relies

on an over-the-horizon
strategy of precision strikes
against terrorists actively
planning attacks on the

American homeland, the

in combating it, defending
against it, and deterring it.
Our sole contribution in this
area will be to consider it in
the specific context of infor-
mation operations support for
hybrid operations in the recom-
below.

mendations section

This approach stems from the

The U.S. can and should
continue to work with its
European partners to increase
their defense expenditures and,
more to the point, military capa-
bilities (for which the percent
of GDP spent on defense is not
a sufficient proxy). The U.S. must also recognize
the centrality of the alliance to America’s own secu-
rity, as both the National Security Strategy and the
National Defense Strategy do.'” The maintenance
and defense of NATO itself is a core national secu-
rity interest of the United States.

Cyber

Russia is one of the world’s leading cyber powers,
competing with the U.S. and China for the top
spot, at least in offensive cyber capabilities. Russian
hacking has become legendary in the U.S. thanks to
Russia’s efforts to influence the 2016 presidential
campaign, but Russia has turned its cyber capabil-
ities against its neighbors in other damaging ways.
Russia attacked Estonia in 2007 with a massive
distributed denial-of-service attack. It attacked
Ukrainian computers with the NotPetya malware
in 2017, which eventually caused billions of dollars
in damage, including in the Americas.”® Tt also
employed cyberattacks in coordination with its
ground invasions of Georgia in 2008 and Ukraine
in 2014. Fears of Russian cyber capabilities are

warranted.

This report does not consider the Russian cyber
challenge in detail because others with far more

technical expertise and support are actively engaged

more vulnerable it becomes
to the potential disruption
of those strikes by Russian

air defense systems

recognition that the Kremlin’s
cyber operations largely serve as
enablers for its larger campaigns,
rather than as a main effort. One
must note, however, that while
deterrence with conventional
and nuclear forces prevents
attacks, the United States is
subject to cyberattack every day and has not estab-
lished an effective means of retaliation, and thus

deterrence.

Weapons of Mass Destruction

Russia’s nuclear arsenal is large enough to destroy the
United States completely. The U.S. currently has no
fielded ability to defend against a full-scale Russian
nuclear attack—nor can Russia defend against a U.S.
nuclear attack. American missile defense systems,
by design, do not have the characteristics or scale
necessary to shoot down any important fraction of
the number of warheads the Russians have aimed
at the U.S. from land- and sea-based launch plat-
forms. America’s security against Russian nuclear
attack today rests on the same principle as it has
since the Russians first acquired nuclear weapons:
deterrence. Russia also lacks the ability to shoot
down American land- or sea-launched missiles and
may not even be able reliably to shoot down U.S.

nuclear-armed fifth-generation bombers.

Deterrence is extremely likely to continue to work
against Putin, who is a rational actor without the
kinds of apocalyptic visions that might lead another
leader to opt for annihilation in pursuit of some
delusional greater good." The U.S. must pursue

necessary modernization of its nuclear arsenal

14

CRITICALTHREATS.ORG



JUNE 2019

to sustain the credibility of its nuclear deterrent
forces, but there is no reason to fear that deterrence

will fail against Putin if it does so.1

It is less clear that Russia will continue to abide
by its commitments to abjure chemical weapons,
however. Russian agents have already conducted
several chemical attacks, bizarrely using distinc-
tive, military-grade chemical agents in attempted
assassinations in the United Kingdom.16 Putin has
also given top cover to Syrian President Bashar
al-Assad’s use of chemical weapons against his own
people, despite Russia’s formal role in guaranteeing
Assad’s adherence to his 2013 promise to destroy his
chemical weapons stockpile and refrain from any
such use."” Periodic Russian-inspired “rumors” that
Western military personnel and Ukraine—which has
no chemical weapons program—were planning to
use chemical weapons on Ukrainian territory raise
the concern that Russian agents provocateurs might
conduct false flag operations of their own.'® Russia
has the capability to produce chemical weapons at
will—as does any industrialized state—but it is now
showing that it may be willing to do so and to use
them.

The Soviet Union also maintained a vibrant biolog-
ical weapons program. Russia has not thus far shown
any signs of having restarted it or of having any intent
to do so. The completely false claims that the U.S.
has built biological weapons facilities in Russia’s
neighboring states raise some concern on this front,
since they could theoretically provide cover for the
use of Russia’s own biological weapons, but they are
more likely intended to influence the information

space and justify other Russian actions."

Terrorism

Russia poses several challenges to any sound
American approach to counter-terrorism. In addi-
tion to Iran, the world’s most prolific state sponsor
of terrorism, Moscow’s preferred partners in the
Middle East are those whose actions most directly
fuel the spread of Salafi-jihadi groups. Russia

encouraged and supported systematic efforts to

eliminate moderate, secular opposition groups
in Syria to the benefit of the Salafi-jihadi groups.
Putin aims to expel or constrain the U.S. in the
Middle East and establish his own forces in key
locations that would allow him to disrupt American

efforts to re—engage.20

Russia is the co-leader of a political and military
coalition that includes Iran, Lebanese Hezbollah,
the Assad regime, and Iranian-controlled Iraqi
Shi’a militias.?’ Russia provides most of the air
support to that coalition in Syria, as well as special
forces troops (SPETSNAZ), intelligence capabili-
ties, air defense, and long-range missile strikes.?
That coalition’s campaign of sectarian cleansing has
driven millions of people from their homes, fueling
the refugee crisis that has damaged Europe.” The
coalition seeks to reimpose a minoritarian ‘Alawite
dictatorship in Syria and a militantly anti-American
and anti-Sunni Arab government in Iraq.” The
atrocities Russian forces themselves have committed,
including deliberate and precise airstrikes against
hospitals, have increased the sense of desperation
within the Sunni Arab community in Syria, which
Salafi-jihadi groups such as ISIS and al Qaeda have
exploited.”

Russia supported Assad’s campaign to destroy the
non-Salafi-jihadi opposition groups opposing
him—particularly those backed by the U.S.—to aid the
narrative that the only choices in Syria were Assad’s
government or the Salafi—jihadis.26 That narra-
tive was false in 2015 when Russian forces entered
the fight but has become much truer following
their efforts.?” Russia backed this undertaking with
military force, but even more powerfully with infor-
mation operations that continually hammered on
the theme that the U.S. itself was backing terrorists
in Syria and Russia was fighting ISIS.?

The insidiousness of the Russian demands that
the U.S. remove its forces from Syria is masked
by the current U.S. administration’s desire to do
exactly that.?® One can argue the merits of keeping
American troops in Syria or pulling them out—
and this is not the place for that discussion—but
the choice should be America’s. At the moment it
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still is. The consolidation of Russian anti-access/
area-denial (A2/AD) systems in Syria, however,
together with the prospect of the withdrawal (or
expulsion) of American forces from Iraq (or the
closure of Iraqi airspace to support U.S. opera-
tions in Syria), could severely complicate American
efforts to strike against terrorist threats that will
likely re-emerge in Syria over time.®* The more
the U.S. relies on an over-the-horizon strategy of
precision strikes against terrorists actively plan-
ning attacks on the American homeland, the more
vulnerable it becomes to the potential disruption of
those strikes by Russian air defense systems, whether

operated openly by Russians or nominally by their

local partners.

RUSSIA’S OBJECTIVES

Mention of Putin’s objectives or of any system-
atic effort to achieve them almost always elicits as
a response the assertion that Putin has no plan:
Putin has no strategy; there is no Russian grand
strategy, and so on. The other extreme of the debate
considers Putin a calculated strategist with a grand
master plan. The question of whether Putin has
a plan, however that word is meant by those who
assert that he does not, has important consequences
for any American strategy to advance U.S. interests
with regard to Russia. The trouble is that it is not
clear what it would mean for Putin to have a plan
or to lack one. We must first consider that more
abstract question before addressing whether he has

one.

To have a plan usually means to have articulated
goals, specific methods by which one will seek to
achieve those goals, and identified means required
for those methods to succeed. Goals, methods, and
means canrange fromveryspecificto extremelyvague
and can be more flexible or more rigid. Specificity
and flexibility can vary among the elements of this
triad, moreover—goals may be very specific and
rigid, methods general and flexible, means specific
and flexible, or any other logical combination.
When considering the question of Putin’s plan,
therefore, we must break the discussion down into
these four components: Does he have goals? Has
he determined methods of achieving his goals? Has
he specified resources required for those methods?
How specific and how flexible are his goals, his

methods, and the resources he allocates?

Putting this discussion in context is helpful. Does a
U.S. president have “a plan”? Not in any technical
or literal sense. Every U.S. administration produces
not a plan, but a National Security Strategy that
is generally long on objectives—often reasonably
specific—and very short on details of implemen-
tation (methods). Different national security
advisers oversee processes within the White House

to build out implementation details to greater or
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lesser degrees, but the actual implementation plans
(methods) are developed by the relevant Cabinet
departments. Those departments are also gener-
ally responsible for determining the resources that
will be needed to implement their plans. The White
House must then approve both the plans themselves
and the allocation of the requested resources—and
then must persuade Congress actually to appro-
priate the resources in the way the White House
wishes to allocate them. This entire process takes
more than a year from the start of a new adminis-
tration and is never complete—the world changes,
personnel turn over, and annual budget cycles and
mid-term elections cause significant flutter. The
one thing that does not happen is that a president
receives and signs a “plan” with clear goals, detailed
and specified methods, and the specific resources

required, which is then executed.?

Putin does not have more of a plan than the U.S.
does. It is virtually certain that he also lacks any
such clear single document laying out the goals,
methods, and means that he and his ministers are
executing. But does he have as much of a plan as
Presidents George W. Bush, Barack Obama, and
Donald Trump have had? By all external signs, he

does.

Putin has clearly articulated a series of overarching
objectives and goals for Russia’s foreign policy
and national security. Putin has been continu-
ously communicating them through various media,
including Russia’s doctrinal documents, regular
speeches, his senior subordinates, and the Kremlin’s

vast propaganda machine for the past two decades.

Russia has a foreign policy concept similar in scope
and framing to the U.S. National Security Strategy,
a military doctrine similar to the U.S. National
Defense Strategy, and a series of other strate-
gies (such as maritime, information security, and
energy security) relating to the other components
of national power and interest.? These documents
remain very much living concepts and have gone
through multiple revisions in the decades since the
fall of the Soviet Union.

Through regular speeches, Putin consistently
communicates his goals and the key narratives that
underpin Russian foreign policy. He makes an
annual speech to the Russian Federal Assembly that
is similar in some respects to the U.S. president’s
State of the Union address. Putin’s addresses tend
to be even more specific (and much more boring)
in presenting the previous year’s accomplishments
and an outline of goals and intentions for the
next year.33 Russia’s doctrines and concepts match
Putin’s speeches closely enough to suggest that
there is some connection between them. Putin also
makes other regular speeches, including at the UN
General Assembly, the Valdai Discussion Club, the
Munich Security Conference at times, and during
lengthy press conferences with the Russian media.
These remarks are usually rather specific in their
presentation of his objectives and sometimes, some
of the means by which he intends to pursue them.
Such speeches are neither less frequent nor less
specific than the major policy speeches of American

presidents.

The widespread belief that Putin is simply or even
primarily an opportunist who reacts to American
or European mistakes is thus erroneous. Nor is
Putin’s most common rhetorical trope—that he is
the innocent victim forced to defend Russia against
unjustified Western aggression—tethered to reality.**
Putin’s statements, key Russian national security
documents, and the actions of Putin’s senior subor-
dinates over the two decades of his reign cannot be
distilled into a “plan,” but rather represent a set of
grand strategic aims and strategic and operational

campaigns underway to achieve them.

Putin has remained open and consistent about his
core objectives since his rise to power in 1999: the
preservation of his regime, the end of American
“global hegemony,” and the restoration of Russia as
a mighty force to be reckoned with on the interna-
tional stage. Some of his foreign policy pursuits are
purely pragmatic and aimed at gaining resources;
others are intended for domestic purposes and have
nothing to do with the West.
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Putin has articulated a vision of how he wants the
world to be and what role he wishes Russia to play
in it. He seeks a world without NATO, where the
U.S. is confined to the Western Hemisphere, where
Russia is dominant over the former Soviet countries
and can do what it likes to its own people without
condemnation or oversight, and where the Kremlin
enjoys a veto through the UN Security Council over
actions that any other state wishes to take beyond its
borders.* Heis working to bring that vision to reality
through a set of coherent, mutually supporting, and
indeed, overlapping lines of effort. He likely allows
his subordinates a great deal of latitude in choosing
the specific means and times to advance those lines
of effort—a fact that makes it seem as if Russian
policy is simply opportunistic and reactive. But
we must not allow ourselves to be deluded by this
impression any more than by other Russian efforts

to shape our understanding of reality.

Putin’s Domestic Objectives

Putin is an autocrat. His core objective

is the preservation of his regime.

Maintaining relative contentment within his
power circle is a key part of regime preservation.
Putin has a close, trusted circle of senior subordi-
nates, including several military and intelligence
officials who have been with him for the past 20
years.36 His power circle has several outer layers,
which include—but are notlimited to—major Russian

businessmen, often referred to as “oligarchs.”

The use of the term “oligarch” to describe those who
run major portions of the economy is inaccurate,
however. Those individuals have power because
Putin gives it to them, not because they have any
inherent ability to seize or hold it independently. He
shuffles them around—and sometimes retires them
completely—at his will, rather than in response to
their demands.% They do not check or control Putin
either individually or collectively, and they rarely, if

ever, attempt to act collectively in any event. Putin

controls Russia and its policies as completely as he

chooses.

This situation is different from the way in which the
Soviet Union was ruled after Joseph Stalin’s death in
1953. The post-Stalin USSR really was an oligarchy.
Politburo members had their own power bases
and fiefdoms. They made decisions—including
selecting new members, choosing new leaders, and
even firing one leader (Stalin’s successor, Nikita
Khrushchev)—by majority vote. There is no equiv-
alent of the Politburo in today’s Russia, no one to

balance Putin, and certainly no one to remove him.

Putin seeks to keep the closest circle of subordinates
and the broader Russian national security establish-
ment content, as they form one of the core pillars
of his power. He thus seeks to maintain a relative
degree of contentment within various layers of his
power structures, including among the “oligarchs.”
For example, the Kremlin offered to help miti-
gate sanctions-related consequences for Russian
businessmen.?® Kremlin-linked actors, in another
example, reportedly embezzled billions of dollars
in the preparations for the 2014 Winter Olympics
in Sochi, Russia—the $50 billion price tag of which

9

was the highest for any Olympic games.3

Putin can still retire any of the “oligarchs” at will
without fear of meaningful consequences—yet
his regime is much more stable if they collectively
remain reasonably satisfied. This reality will drive
Putin to continue to seek access to resources, legal

and illegal, with which to maintain that satisfaction.

Maintaining popular support is a core objective
of Putin’s policies. Putin is an autocrat with demo-
cratic rhetoric and trappings. Putin’s Russia has no
free elections, no free media, and no alternative
political platforms. He insists, however, on main-
taining the “democratic” fagade. He holds elections
at the times designated by law (even if he periodi-
cally causes the law to be amended) and is genuinely

Gif decreasingly) popular.

Nor is his feint at democratism necessarily a pose.
The transformation of the Soviet Union into a

democracy was the signal achievement of the 1990s Ao
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Putin played a role in that achievement, supporting
St. Petersburg mayor Anatoliy Sobchak, then Boris
Yeltsin, in their battles against attempts by commu-
nists to regain control and destroy the democracy,
and then by an extreme right-wing nationalist party
to gain power.”’ Putin has called out many weak-
nesses of the Yeltsin era—but never the creation of a

democratic Russia.

Putin has not yet shown any sign of formally turning
away from democracy as the ostensible basis of his
power, although he has constrained the political
space within Russia to the point that the elections
are a sham. However, were he to abandon the
democratic principles to which he still superficially
subscribes, he would need fundamentally to rede-
sign the justification of his rule and the nature of

his regime.

Nevertheless, he can only maintain even the fiction
of democratic legitimacy if he remains popular
enough to win elections that are not outrageously
stolen. He has not been able to fix the Russian
economy, despite early efforts to do so. The fall
of global oil prices from their highs in the 2000s,
as well as the Western sanctions imposed for his
actions in Ukraine, among other things, are causing
increasing hardship for the Russian people.** Putin
has adopted an information operations approach to
this problem by pushing a number of core narra-
tives, evolving over time, to justify his continued
rule and explain away the failures of his policies.
He has also grown the police state within Russia for
situations in which the information operations do

not work to his satisfaction.

Putin’s justification of his rule has evolved over
time. He first positioned himself as the man
who will bring order. The 1990s was a decade of
economic catastrophe for Russia. Inflation ran
wild, unemployment skyrocketed, crime became
not only pervasive but also highly organized and
predatory, and civil order eroded. Putin succeeded
Yeltsin with a promise to change all that. His “open
letter to voters” in 2000 contained a phrase fasci-
nating to students of Russian history: “Our land is

rich, but there is no order.” That phrase is similar

to one supposedly sent by the predecessors of the
Russians at the dawn of Russian history to a Viking
prince who would come to conquer them: “Our
land is rich, but there is no order. Come to rule
and reign over us.” By using the first part of that
line, Putin, like Riurik, the founder of Russia’s first
dynasty, cast himself as the founder of a new Russia
in which order would replace chaos.*® Putin’s initial
value proposition to his population was thus order

and stability.

He did, indeed, attempt to bring order to Russia’s
domestic scene. Putin strengthened government
institutions and curbed certain kinds of crime.
He restored control over the region of Chechnya
through a brutal military campaign. He tried to work
with economic technocrats to bring the economy
into some kind of order. The task was immense,
however—Soviet leaders had built the entire Russian
industrial and agricultural system and economic
base in a centralized fashion. Undoing that central-
ization and creating an economy in which the
market really could work was beyond Putin’s skill and
patience. He largely abandoned the effort within a
few years, both because it was too hard and because
it seemed unnecessary.** The rising price of oil in
the early 2000s fueled the Russian economy and
filled the government’s coffers on the one hand.*®
The genuine structural reforms and innovation that
were needed, on the other, also became antithetical
to Putin’s ability to maintain control, as govern-
ment corruption is a powerful tool of influence in
Russia. Putin began to erode civil liberties in that
period offering the unspoken but clear exchange:
Give me your liberties and I will give you prosperity

and stability.

The 2008 global financial crisis collapsed oil prices,
and the post-2014 sanctions regime removed the
patches and workarounds Putin had used to offset his
failure to transform Russia’s economy. Continuing
low oil prices (and sanctions) have prevented it
from recovering with much of the rest of the global
economy, even as Putin has continued to eschew any
real effort to address the systemic failings holding
Russia’s economy back. Putin has therefore refo-

cused on a different value proposition: Give me
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your liberties and I will give you greatness. He is
increasingly linking the legitimacy of his own autoc-
racy with Russia’s position on the world stage and
with Russia’s ability to stand up to American “global

hegemony.”‘*6

Putin has simultaneously erected a narrative to
deflect criticism for Russia’s problems onto the
West. The West, supposedly fearful of Russia rising
and determined to keep Russia down, has thwarted
its rightful efforts to regain its proper place in
the world at every turn. Putin claims the Russian
economy is in shambles because of unjust and illegal
sanctions that have nothing to do with Russia’s
actions and are simply meant to keep “the Russian

bear in chains.”*’

Putin has also consistently fostered a complex narra-
tive that combines diverse and—from the Western
perspective—often conflicting elements, including
Soviet nostalgia, Eastern Orthodoxy, Russian
nationalism, and the simultaneous emphasis on
Russia’s multiethnic and multireligious character.
The importance Putin gives this narrative is visible
in things large and small. He has named Russia’s
ballistic missile submarines after Romanov tsars
and Muscovite princes.*® He issued a decree in 2009
mandating the introduction of religious educa-
tion in Russian schools, which began in 2012.*9 He
continues to place a major emphasis on Soviet-era
achievements. Putin and his information machine
take these various elements, refine and tailor them,
and produce a mix of ideas to cater to various parts

of the Russian population.

We can expect Putin’s narratives to continue to shift
to accommodate changing realities, but the current
rhetorical linkage between Russia’s position on the
world stage and the legitimacy of Putin’s domestic
power is concerning. It suggests that Putin may be
more stubborn about making and retaining gains
in the international arena than he was in the first
15 years of his rule, as he seeks ways to bolster his
popularity, which is flagging, and on which his

mythos relies.

Blocking a “color revolution” in Russia is the over-
arching justification Putin gives for the erosion
of political freedom and the expansion of Russia’s
police state. Revolutions overturned post-Soviet
governments in Georgia (the Rose Revolution in
2003), Ukraine (the Orange Revolution in 2004),
and Kyrgyzstan (the TulipRevolutionin 2005). Putin
blamed all of them on efforts by the West, primarily
the U.S., to undermine pro-Russian governments,
even though all three emerged indigenously and
spontaneously without external assistance. He
regarded the Ukrainian EuroMaidan Revolution of

2014 as an extension of this phenomenon.50

The rhetoric Putin and other Russian officials and
writers use about “color revolutions” is extreme.
It paints them as part of a coherent Western effort
aimed ultimately at overthrowing the Russian
government itself. It is quite possible that Putin
believes that there is such an effort underway and
that the events that rocked the post-Soviet states
were a part of it. Even if he did not believe this
when he started to talk about it, he may well have
convinced himself of it after 15 years of vituperation
on the subject.

The notion of a “color revolution” conspiracy
against Russia is also a convenient way for Putin to
discredit any opposition, an easy way to tar political
opponents as foreign agents and traitors, to control
and expel foreign non—governmental organizations,
and generally to justify the erosion of civil liberties,
human rights, and free expression in Russia. It
externalizes resistance to Putin’s increasing autoc-
racy while simultaneously providing scapegoats to

blame for Russia’s problems.

It also creates the narrative basis for casting any
Western efforts to constrain Russian actions
anywhere as part of a larger effort to set precon-
ditions for a “color revolution” in Moscow. It
fuels a narrative to which Russians are historically
amenable: that Russia is surrounded and under
siege by hostile powers trying to contain or destroy
it. Putin can cast almost any action foreign states

take of which he does not approve as part of this
effort.”
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The net effects of this narrative are threefold. First,
it tends to consolidate support behind Putin as he
presents himself as the defender of Russia against
a hostile world—and his near-total control of the
information most of his people receive makes it
difficult for many to hear and believe any other
side. Second, it constantly confronts the West
with the suspicion that someone really is trying to
orchestrate a conspiracy to cause “regime change”
in Russia. Although no state or alliance has had any
such objective since the fall of the Soviet Union in
1991, the negative connotations of even the idea
of attempting regime change create opposition to
policies labeled in this way. Third, it also creates
opposition to a potential peaceful change in the
nature of the Russian regime from within, as Putin
has associated the idea of political change with the
“color revolution” prism of chaos, destruction, and
an inevitably worsening economy. Putin presents
his people a simple (but false) choice between the
prospect of going back to something like the chaos
and poverty of the 1990s ... or Vladimir Putin.

Using the bogey of the “color revolution” conspiracy
theory and other narratives, Putin is expanding the
already-significant state control over his people’s
communications and moving to a more rigid
authoritarian model. He has prevented the emer-
gence of any significant political opposition party or
leader. Key opposition figures have been murdered,
imprisoned, poisoned, and otherwise attacked.%?
Putin’s regime suppresses—sometimes brutally—
political dissent in the form of peaceful street
protests or demonstrations, despite their small
sizes.” The political environment in Russia today
is not markedly different from that of the Soviet

Union in its last decade.

Putin has brought the overwhelming majority of
significant Russian media outlets into line with
his own desired narratives, presenting the Russian
people with a coherent stream of propaganda virtu-
ally without deviation. He appears to have decided
that even this level of information control is insuf-
ficient, however, and has recently begun to assert
even greater technical and policy control over

Russians access to the internet.?*

He has not yet matched these activities with recre-
ation of an internal security apparatus on the scale
needed to control the population through coercion,
intimidation, and force, but he has been steadily
expanding the internal security services during
his two decades of rule. He has centralized some
elements of the internal security apparatus under
the control of a loyal lieutenant, but he would need
to expand it considerably to be able to rely on it to
maintain order by force beyond Moscow and St.
Petersburg.” In assessing whether Putin aims to
shift the basis of his rule to more overt dictatorship,
one of the key indicators to watch for is further
expansion of that apparatus. It is also an indicator
of the degree to which he sincerely believes that any

sort of “color revolution” is in the offing.

Expansion of the Russian economy remains an
important component of Putin’s ability to sustain
and grow his assertive foreign policy, popular
support, and the resources subsidizing his close
circle. Putin seems largely to have given up the idea
of reforming the economy and has thus set about at
least two major undertakings to improve it without

reform.

Undermining the Western sanctions regime. The imposition
of major sanctions on Russia following the invasion
of Ukraine and the annexation of Crimea in 2014
has inflicted great damage on the Russian economy.
Putin has launched a number of efforts to erode and
break those sanctions, both in Europe and in the
U.S. Despite repeated declarations about the inef-
fectiveness of sanctions, Putin clearly believes that
nothing would improve the economy more dramat-

ically and rapidly than their elimination.

The Mueller Report amply documents Putin’s fear
of new sanctions after the 2016 elections and his
efforts to deflect them or have them nullified.®®
He even went so far as to promise not to retaliate
against the sanctions the Obama administration
imposed, in hopes of persuading the incoming
Trump administration to reverse or block them. His
efforts failed, however, as Congress insisted on new

sanctions and President Trump did not stop them.
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Russian activities in FEurope have aimed in part
to suborn one or more members of the European
Union (EU) to refuse to renew the sanctions imposed
following Russia’s 2014 invasion of Ukraine.
Openly pro-Russian governments in Budapest and
now Rome, along with other states that have indi-
cated greater reluctance to continue the sanctions
regime, have not yet cast the vote to stop the renewal
of sanctions. Putin has not given up, however, and
continues to work to shape the political, informa-
tional, and economic environment in Europe to
make it safe for one country to vote against sanc-
tions renewal—and one vote is all he needs in the

consensus-based EU model.

The collapse of the sanctions regime and a flood
of foreign direct investment into Russia could
dramatically increase the resources available to
support Putin’s foreign and defense efforts, even
without fundamentally addressing the problems of
the Russian economy. Putin would likely use those
resources to return to the aggressive conventional
military buildup he was pursuing before the impo-
sition of sanctions in 2014 and to supercharge his
economic efforts to establish Russian influence

around the world.

Developing new revenue streams is another obvious approach to
bringing cash into the Russian economy and government. Russia
is at a disadvantage in this regard because of the
structural weaknesses of its economy. Its principal
exports are almost entirely in the form of mineral
wealth—oil, coal, and natural gas, as well as other raw
materials. Weapons and military training services
are the major industrial export. The use of private
military companies (PMCs) such as the Wagner
Group is a foreign policy tool for the Kremlin, but
also one of the main exportable “services.” Civilian
nuclear technology is a niche expertise that Putin is

willing to sell as well.

Putin has worked hard to expand Russia’s economic
portfolios in all these areas. He has pushed both
the Nord Stream II and the Turk Stream natural
gas pipelines to make Europe ever more heavily
dependent on Russian natural gas and to eliminate
Russia’s dependency on the Ukrainian gas transit

system. His lieutenants are actively negotiating

deals throughout the Middle East and Africa to sell
civilian nuclear technology. This generates contin-
uous revenue because the states that commit to
using Russian nuclear reactor technology will likely
become dependent on Russian equipment and

expertise to keep it running.57

Russia’s military activities in Syria can be described
as a massive outdoor weapons exposition.58 The
Russian armed forces have ostentatiously used several
advanced weapons systems that were not required
for the specific tactical tasks at hand.”® The Russian
military staged these displays with the informational
and geopolitical aim of demonstrating Russia’s
renewed and advanced conventional capabilities.
They also showed the effectiveness of weapons and

platforms whose export versions are for sale.

Russian military hardware salesmen are active
throughout the Middle East and are having success.
Turkish President Recep Tayyip Erdogan seems
committed to purchasing the S-400 air defense
system, despite vigorous American and NATO
opposition and the threat that the U.S. will refuse to
complete planned sales of the F-35 stealth aircraft to
Turkey.60 The U.S. should certainly not deliver the
F-35 to Turkey if Erdogan proceeds with purchase
of the S-400. A Turkish trade of the F-35 for the
S-400 would nevertheless be a significant victory
for Putin in both economic and political terms.

Putin’s efforts to steal arms business from the U.S.
would also be assisted by legislation or executive
decisions blocking the export of weapons systems to
Saudi Arabia over the conduct of the war in Yemen.
Income from such sales is a trivial percentage of
American net exports, to say nothing of U.S. GDP,
but would be much larger in the Russian ledgers,
where totals are more than an order of magnitude

smaller.

The proliferation of Russian PMCs is another
potential source of revenue—in addition to being
a Kremlin foreign policy tool—although it is hard
to assess its significance because of the secrecy
surrounding the entire PMC enterprise. The
reported numbers of mercenaries deployed by

various Russian PMCs are generally in the low
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hundreds here and there—mot large enough, in
principle, to suggest that the income from them
would be very great. There is no knowing the terms
of their contracts, however, or what other activi-
ties they might engage in while stationed in poorly
governed states rife with corruption and organized

crime.

None of these activities is likely to generate floods of
money into Russia’s coffers in the near term, which
is likely why Putin remains so heavily focused on

sanctions relief.

Putin has no other viable options for obtaining resources on a large
scale. A significant increase in the price of hydrocar-
bons—either oil or natural gas—would once again
flood Russia with cash. But Putin has no obvious
way of directly causing such an increase in the price
of oil, since Russia’s share of the oil market is not
large enough to allow him to force price increases on
OPEC. His ability to manipulate the price he charges
Europeans for natural gas is also constrained. If he
raises it too high, he could drive the Europeans
to search harder for alternative sources of fuel or,
given the Trump Administration’s willingness to
export American liquefied natural gas (LNG), to
rely on the U.S. instead of Russia. Such a European
turn away from Russian gas would be a disaster for
Russia. Without the ability to export LNG on a large
scale, Russia can only sell gas where the pipelines
go—and right now, they go to Europe.

Russia could expand cooperation with China to
create another major source of cash. Putin is very
likely aware of the long-term risks of growing
Chinese influence over Russia and its neighbors,
yet he still may pursue greater economic ties with
Xi Jinping’s China, given the likely calculation that
he can control this relationship in the near term.
Even so, Chinese cash usually comes with a heavy
non-cash price, and Putin is savvy enough to be wary

of becoming too dependent on Beijing’s largesse.

Russia’s economy is therefore likely critical but stable. None of
the economic efforts Putin has put into effect will
fix the Russian economy’s fundamental structural
flaws. All are palliatives with half-lives. Putin lacks
a meaningful plan in this sense—mnothing he is

saying or doing will create a stable economic basis
for Russia’s future. Neither, on the other hand,
is Russia heading for a crash. The current level of
economic stagnation is likely stable and sustain-
able—a constraint on Putin’s ability to expand his
conventional capabilities and use economic instru-

ments of power abroad, but not a threat to his rule.

Russia has been a relatively poor country for much
of its history. Yet it has proved capable of asserting
itself on the European or global stage for most
of that time. Russians are used to being a “poor
power”; this is a normal state. These realities do
not undercut the value of Western economic pres-
sure on Russia; they should, rather, help set the
proper objectives and expectations in applying such

pressure.

Retaining power constitutionally and managing a
succession are the last major domestic campaigns
in which Putin is engaged. Putin faces a signifi-
cant watershed when his current presidential term
ends in 2024, as he is constitutionally prohibited
from running for re-election again in that cycle.
He faced this dilemma in 2008 and chose then to
allow Dmitrii Medvedev to become president while
he retained effective control of Russian policy
from the post of prime minister. He could pursue
a similar model in 2024, but it is unlikely that he
will do so. Among other things, Medvedev appears
to have made at least one decision of which Putin
violently disapproved—the failure to veto the UN
resolution authorizing intervention in Libya against
Moammar Ghaddafi—but he chose not to stop or
reverse it. His ability to continue to control Russian
policy and, even more, manage his succession from
a position nominally subordinate to even a puppet-
like president could also become more problematic
as he ages.

Putin could always cause the Duma to adjust the
constitution again to let him run for another term,
but he has not been laying the groundwork for
such an approach (although it is admittedly early
days yet for such an action). He might be pursuing
an effort that offers a more interesting potential
resolution to the dilemma in the form of further

implementation of the Union Treaty with Belarus.
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He has been actively “negotiating” with Belarusian
President Alexander Lukashenko to create a full
integration of the Russian and Belarusian armed
forces and security services, bringing Belarus nearly
completely back under de facto Russian control.®
Belarus would nevertheless remain a nominally
independent sovereign state. The integrated forces
would function under the rubric of a union of the
two states, which would naturally have a president.
Putin might shift to that role, retaining full control
over the security apparatuses of both states, as well
as the dominance he holds by virtue of his control
of Russia’s economy and kleptocracy. He could then
allow a puppet to take over as Russia’s president
but now in a role subordinated to him rather than

nominally superior to him.

External Objectives

Putin has been as explicit as it is possible to be
in his overarching foreign policy aims: he seeks
to end American dominance and the “unipolar”
world order, restore “multipolarity,” and reestab-
lish Russia as a global force to be reckoned with.
He identifies NATO as an adversary and a threat
and clearly seeks to weaken it and break the bonds
between the U.S. and NATO’s European members.

Breaking Western unity is thus one of Putin’s core
foreign policyobjectives. Three majorlines of effort
support this undertaking: invalidating the collec-
tive defense provision of the North Atlantic Treaty
(Article 5), weakening or breaking the European
Union, and destroying the faith of Western societies

in their governments and institutions.

Article 5 of the North Atlantic Treaty states that an attack on one
member of the alliance is an attack on all, with the requisite defense
commitments. The provision’s activation is far from
automatic, however. A member state under attack
must request support from the alliance whose polit-
ical body, the North Atlantic Council (NAQC), must
then vote unanimously to provide it. The alliance
has activated Article 5 only once, as noted above,
and on behalf of the United States. Putin is working

to ensure that it is never activated again.

Putin can achieve this by creating a situation in
which one or more member states votes against a
request to activate Article 5, or in which a member
state under attack does not request such a vote
for fear that it will fail. If a state under Russian
attack does not seek or fails to secure the alliance’s
support, then the collective defense provision that
is the bedrock of the alliance will have been weak-
ened badly if it has not collapsed entirely.

Putin’s efforts to secure Hungarian and also Italian
support to end the renewals of EU sanctions help
him in this undertaking as well, since both Hungary
and Italy are NATO members. Hungary’s Viktor
Orban in particular is so overtly pro-Russian that
he could well seize on any doubt about the reality of
a Russian hybrid intervention to refuse to vote for

an Article 5 activation.

Putin has acquired a potentially more interesting
route to Article 5 nullification, moreover, in his
entente with Turkey, also a NATO member, over
Syria. His noteworthy failure to respond to the
downing by the Turkish Air Force of a Russian
fighter that crossed the Turkish border in 2015 has
paid dividends. His efforts to sell the Turks the
S-400 system are also advancing the aim of driving
a deep wedge between Ankara and Washington.
Erdogan’s suspicions that the U.S. backed the failed
2016 coup against him make very real the possibility
that he would come before even Orban in refusing
to vote for an Article 5 action in the case of a hybrid

campaign in Latvia, for instance.

The question of how much Putin seeks to destroy
the collective defense provisions of the NATO
treaty rather than simply to regain formerly Soviet
territories should loom large in considerations of
possible military scenarios. The direct deploy-
ment of regular, uniformed Russian armed forces
personnel in one of the Baltic states would make it
very difficult for any NATO member state to refuse
to honor a request to invoke Article 5. Erdogan,
Orban, or some other leader might still find a
way, but the pressure to show alliance solidarity in
such a situation would be intense. A Crimea-type

scenario, then, in which the hybrid war starts with
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“little green men” (Russian soldiers out of uniform)
but then escalates quickly to the use of conventional
Russian military personnel, with their equipment
and insignia, is much less likely if Article 5 is the
target.

A better Russian approach in that case would be
the model Putin used in eastern Ukraine: Russian
soldiers out of uniform work with local proxies,
some already existing, others created as they go
along, and try hard never to show themselves

overtly. 62

Russian information operations work
around the clock to obfuscate emerging evidence of
any Russian military presence,
while the Kremlin praises the
brave warriors of the Russian-
speaking patriots within the
target state, who are surpris—
ingly well armed and well led.
In such a case, Putin is more
likely to attempt to leverage an
insurgency (which he probably
created) to break the govern-
ment and create chaos of some
sort than to move to overt
deployment of conventional
forces—at least until he is as sure
as he can be that even such a
deployment would not rouse the
alliance to invoke Article 5 at
the last moment. He might well
accept or even prefer an ostensible “failure” to gain
control of the target country (at that time) in return
for making obvious to all that NATO is dead. After
all, once the collective defense provisions of the
alliance and the Western will to defend the Baltics

are destroyed, Putin can pick them off at his leisure.

Weaken or break the European Union. Putin has been ener-
getically supporting Euroskeptic parties for many
years—his financial aid to Marine Le Pen in France
is the most ostentatious example, but there are
numerous others.®® He stands to benefit from weak-
ening or breaking the European Union in several

ways .

First, the EU is an exclusive economic club that

Russia will be unable to join in Putin’s lifetime.

Neither, on the other hand,

is Russia heading for a crash.
The current level of economic
stagnation is likely stable and
sustainable—a constraint on
Putin’s ability to expand his
conventional capabilities and
use economic instruments

of power abroad, but not a

threat to his rule.

The corruption and opacity of the Russian economy
are too deeply established for Putin to imagine a
time when Russia might meet the standards for
EU membership—and Putin relies on this corrup-
tion and opacity, as we have noted, for continued
control over the major economic actors in Russia.
Nor is he likely to desire such membership. Sitting
around a table on an equal basis with Luxembourg
and Belgium is not appealing to a man who aspires

to be one of the poles in a multipolar world.

But the EU collectively wields great economic power
through its ability to control trade with the bloc and
impose sanctions. Putin would
do much better in a Europe
where he could negotiate and
pressure individual states on a
bilateral basis—and a Europe
that was unable to impose
multilateral sanctions on him
and require all member states
to abide by them—and he
appears to understand that.

Second, the
parties are generally extremely

Euroskeptic
nationalistic. The reemer-
gence of nationalism within
Europe poses an enormous
challenge to the stability of
intra-European relations and
could even undermine the long peace that has held
in Western Europe since 1945.°* It would likely
translate into conflict at the North Atlantic Council
and could well drive increased tensions between
individual European countries and the United
States. Putin appears to be untroubled by the pros-
pect of a reemergence of German nationalism, even
though that ideology historically has targeted Russia.
He may believe that the benefit of shattering the
Western bloc outweighs risks that he likely expects
to be able to handle in other ways.

Weakening Western will and trust in democratic institutions is
another line of effort Putin is pursuing to break the Western bloc.
His interference in the Western political systems and
information space is intended to destroy Westerners’

trust in their governments and in the idea of
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democracy, as much as to bring about the election
or defeat of particular candidates—if not more so.%
He is explicit in his attacks on the Western political
system: “Even in the so-called developed democra-
cies, the majority of citizens have no real influence
on the political process and no direct and real influ-
ence on power,” he said in 2016, adding that “it is

not about populists ... ordinary people, ordinary

citizens are losing trust in the ruling class.”®®

This effort benefits from trends in Western soci-
eties that were already undermining popular faith
in institutions. Americans’ confidence in institu-
tions generally has dropped by about 10 percent
from its post-Cold War high in 2004.% The Iraq
War, the 2008 financial crisis, and revelations of
classified U.S. surveillance programs, among other
things, have eroded Americans’ trust in institutions
almost across the board. The military is a remark-

able exception to this trend.

The massive, unauthorized release of classified
materials by Edward Snowden was particularly
important in this regard, as it has cemented the
erroneous impression that the U.S. government was
listening to the phone calls and reading the e-mails
of all its citizens and those of many other countries.
That impression has widened the wedge between
some major technology companies and the govern-
ment, hindering the development of a national
cyber-defense capability and even the government’s
ability to contract for advanced software.®® It is
not surprising that Snowden ended up in Moscow
or that Putin has granted him asylum. Snowden
advanced a major Russian line of effort, apparently

without any orders from Putin.

These negative trends in the West have created
openings that Putin is working to exploit by compro-
mising elections, supporting extremist candidates,
and pursuing aggressive information operations
that stoke divisions and mistrust within Western

societies.

Establishing Russian suzerainty over the states
of the former Soviet Union is a second major
foreign policy objective. Suzerainty is “a domi-

nant state controlling the foreign relations of a

vassal state but allowing it sovereign authority in
its internal affairs.”®® It is the most precise way of
capturing Putin’s aims vis-a-vis the former Soviet
states and the limitations of those aims. He is not
attempting to reconquer the lost territory nor to
govern it directly from Moscow. He has asserted,
rather, that the world must recognize that post-So-
viet states have only a truncated sovereignty over
their own affairs. They may not freely join alliances
such as NATO or economic blocs such as the EU
without Moscow’s permission, for example. Putin
further claims that Russia has the right to protect
Russian speakers in those states against oppression
or discrimination (as defined and determined by

Putin), and that it may use military force to do so.

Assertion of the right to defend Russian speakers
abroad is not Putin’s innovation. Boris Yeltsin's
government articulated it in the early 1990s, but
Yeltsin never acted on it.”” Opposition to NATO’s
expansion also originated in the Yeltsin era, and
the 1997 National Security Concept identified
such expansion as a “national security threat.””! But
whereas Yeltsin nevertheless continued to try to
work with NATO and establish a relationship with
it, Putin has been frankly antagonistic toward the

alliance.

The actual expansion of NATO to include the three
Baltic states as well as Romania, Bulgaria, Slovakia,
and Slovenia in 2004 was likely a tipping point in
Putin’s attitudes. The critical nuance to consider is
that Putin has always been more concerned about
the loss of control over Russia’s perceived sphere of
influence than an actual NATO threat to Russia.”
NATO expansion coincided with the first of the
“color revolutions” in Ukraine, which clearly fueled
Putin’s fears that the former Soviet states were at
risk of slipping entirely out of Moscow’s orbit.
Putin initiated active efforts to regain control over
the former Soviet states shortly after he took office
in 1999-2000, but it took several years before he
adopted a more combative tone and aggressive poli-
cies. Putin’s speech before the Munich Security
Conference in 2007 and then his invasion of
Georgia in 2008 underscored this overt turn.” He
has clearly made it a priority to ensure that no more

former Soviet states join NATO or the EU, while
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working to undermine the bonds linking the Baltic

states to the alliance.

Putin’s claims to suzerainty over the former Soviet
states have been met with ambivalence in the West.
Russia experts and others often defend the asser-
tion of a unique Russian sphere of influence over
those states on historical or geopolitical bases.”
Even the seizure and annexation of Crimea has
been presented as somehow ambiguous. Putin’s
argument—that Soviet Communist Party secretary
general Nikita Khrushchev’s transfer of the region
from Russia to Ukraine was an internal matter that
should not have led to the peninsula’s inclusion in
an independent Ukraine—has gotten a surprising

amount of traction in the expert community.75

Examined closely, however, Putin’s claims over the
former Soviet states are completely indefensible.
All 15 of the Soviet Socialist Republics, including
Russia, were recognized as sovereign states after
the USSR collapsed, and they were admitted to the
UN on an equal basis with all other UN member
states. The Russian Federation recognized them all
and their UN accessions without reservations. The
subsequent complaints by Yeltsin’s foreign minister,
Yevgenii Primakov, and then Putin, about the folly
of Yeltsin’s decisions to do so does not change or

invalidate those decisions.”®

The 15 former Soviet states thus have all the same
rights as every other member of the UN—including
the right to make such alliances and join such blocs
as they choose without needing the permission of
another power, and the right to govern their own
people, including minorities, as they wish. It is
ironic, to say the least, that Putin vigorously defends
Assad’s right to conduct horrifying atrocities against
his own people on the grounds of sovereignty, while
claiming that alleged discrimination against the use
of Russian language in post-Soviet states justifies

his own military intervention in those states.

Russia can certainly decide that the shift of post-So-
viet states into the NATO or EU orbit poses such
a significant threat to its security and interests that
it must use force to stop or reverse it, just as any

sovereign state can see threats in the actions of its

neighbors and decide that it must respond with
force. But the resort to force in such circumstances
is aggression, not a defensive move, and must be
regarded and treated as such by the international
community. Accepting the Russian argument
that Moscow has an inherent right to intervene,
including militarily, in its neighbors based on
their treatment of their Russian minorities or
their intentions to join alliances is a truncation of
their sovereignty that undermines the entire basis
of international law and the UN Charter. Putin is
actively working to establish precisely that principle
as a matter of international norm and is making a

distressing amount of progress.

Both Yeltsin and Putin have retained Russian suzer-
ainty over some post-Soviet states in legal and
legitimate ways as well. Russian ground and air
forces have remained in Armenia, Tajikistan, and
Kyrgyzstan almost continuously since the fall of the
Soviet Union at the invitation of the governments of
those states. A small Russian military contingent also
remains in Moldova in more ambivalent circum-
stances. The government in Chisinau does not
welcome its presence and the parliament has called
on it to depart, but the Moldovan government has
not formally ordered the Russians to leave.”” These
deployments give Russia significant influence in
the Caucasus, eastern Central Asia, and Moldova.
The deployment in Tajikistan also creates a plat-
form for Russian engagement and interference in

Afghanistan.

The situation in Belarus is the most worrisome
of the legal reconsolidation efforts because of the
strategic impacts it could have on NATO’s ability
to defend the Baltic states (see Appendix I for a
more detailed consideration of this problem).
Negotiations currently underway could lead to the
merging of the Russian and Belarusian armed forces
and the technical subordination of the governments
of Russia and Belarus to some new Union State. It is
tempting, as we have noted, to imagine Putin taking
control of this new combined polity after the end
of his current presidential term, thereby finding an
elegant solution to the constitutional problems of

extending his reign.
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Returning Russia to the status of a global power
shaping the international system is the last major
external objective Putin is pursuing. Several lines

of effort support this objective:

Regain a global military footprint. Putin has been working
to regain parts of the Soviet global military position
lost in the late 1980s. A principal aim of this under-
taking is to impose increasing costs on America’s
efforts to continue operating around the world as
it chooses and to offset part of the huge financial
deficit holding Putin back from pursuing his larger
aims. It is not meant to create platforms for global
or even major regional wars, still less to advance an
ideology (one of the Soviet objectives in creating the
footprint in the first place).

Putin’s establishment of a long-term air and naval
base in Syria was the first significant step in this
effort.”® He has also been cultivating the leaders of
other states that were formerly Soviet clients and
partners, including Egypt, Libya, Iraq, Sudan, and
Cuba.”” In addition, he has recently added to the
list by deploying Russian mercenaries (at least) in
Venezuela and solidifying an entente with Iran that

the Soviet Union never had.?®

The Russian armed forces and/or mercenaries are
now openly operating out of bases in Syria, Ukraine,
and Venezuela. Russian PMCs have also reportedly
been operating in Sudan, Central African Republic,
and Libya.s1 Russian forces have episodically used

bases in Iran as well.??

This footprint is far smaller
than the Soviets’, but is a dramatic change from

Russian policies and capabilities between 1991 and

2013.

Indications are that Putin intends to expand further
using the sale of advanced weapons systems as the
entry wedge. One major reason the U.S. is unwilling
to give Turkey the F-35 if Ankara proceeds with the
Russian S-400 air defense system purchase is that
Russian technical specialists would be stationed in

Turkey with its deployment.

For the U.S., the military implications of these
efforts are complex. The Russian military does
not now have the capability to deploy large enough
numbers of advanced offensive conventional
weapons systems to bases beyond its borders to chal-
lenge a major American military effort to destroy
them. The defensive systems, especially advanced
A2/AD systems like the S-300, S-400, and Bastion
anti-ship cruise missile system pose much greater
challenges.®® But the U.S. military could defeat the
limited numbers of such systems the Russians have
emplaced in Syria and might emplace elsewhere if it

chose to allocate the necessary resources.

The most immediate consequence of the expanded
Russian global conventional footprint, then, is the
requirement that the U.S. and its allies ensure the
availability of the forces that might be needed to
handle the Russian systems. That resource require-
ment is significant. Neither the U.S. nor NATO has
anticipated having to fight in the Mediterranean
since the end of the Cold War, and the alliance does
not have the necessary assets permanently allocated
to respond to such a threat. It has instead gener-
ally used the resources that would be needed to
counter Russian positions to conduct counter-ter-
rorism operations throughout the Middle East and
North Africa (MENA) region. The Russian deploy-

ments thus force on the alliance, in the event of

Accepting the Russian argument that Moscow has an inherent right to intervene,

including militarily, in its neighbors based on their treatment of their Russian minorities

or their intentions to join alliances is a truncation of their sovereignty that undermines

the entire basis of international law and the UN Charter. Putin is actively working to

establish precisely that principle as a matter of international norm and is making a

distressing amount of progress.
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an escalation with Moscow, the choice of reducing
counter-terrorism operations, reallocating forces
from the Indo-Pacific theater (not really an option
in the current geostrategic environment), or
creating and deploying new forces to deal with the

emerging threat.

In this context, the loss of Turkey as a reliable U.S.
partner is very damaging. The Turkish air force is
significant in its own right, although it is still recov-
ering from Erdogan’s post—coup attempt purge, and
the ability to use Turkish bases for operations against
Russian positions in Syria would be strategically very
significant.®* But the burgeoning Russo-Turkish
entente means that the U.S. and NATO cannot
count on Ankara in a showdown, further raising the

requirement to develop and deploy new resources.

The Russian deployments in Syria, Venezuela, and
elsewhere are, in fact, part of a hybrid operation
aimed not at preparing to fight a conventional war,
but rather, at persuading the U.S. and its allies to
withdraw from the threatened regions or limit their
operations. Putin likely aims to increase both the
risk and the cost of continuing to conduct military
operations in the MENA area to a level at which the
U.S. yields to its ever-growing impulse to pull back

from the region entirely.

This operation is surely also aimed at securing
economic resources. Recent Russian deployments
to Venezuela have gone to key oil-producing areas,
and Putin’s financial interactions with Nicolas
Maduro are well reported.®” Russian forces in Syria
are also supporting Putin’s efforts to gain at least
partial control over the reconstruction resources
expected to flow into that country if ever he can
persuade the international community to send
them.®® Putin’s Syria campaign has already helped
leach resources for his inner circle. For example, a
Russian company run by Yevgeniy Prigozhin, a close
Putin associate central to Russia’s attack on the U.S.
political system, secured a stake in Syrian oil and gas

fields via the Assad regime.87

It is vital in assessing Russia’s apparent recon-

struction of the Soviet global military posture to

recognize the essential differences in aims driving
Putin from those motivating the Soviets. Putin
intends to raise the cost to the U.S. of being a global
power to levels higher than he thinks Americans will
wish to pay. The U.S. must recognize the limitations
of his ambitions in this regard as it develops intelli-
gent responses at reasonable cost, even while being
clear-eyed about the real threats Russia’s expanding
global footprint present.

Normalize Russia’s violations of international law. The Russian
cyberattack against Estonia in 2007; invasion of
Georgia in 2008, with the subsequent annexation
of the Georgian territories of Abkhazia and South
Ossetia; invasion of Ukraine in 2014:; deliberate
attacks against civilians in Syria; defense of Assad’s
use of chemical weapons and other crimes against
humanity; chemical-weapons attacks on Russian
expatriates in the UK; and seizure of Ukrainian
naval vessels and personnel attempting to transit the

Kerch Strait are all violations of international law.

Russia has paid virtually no price for any of them
except the invasion of Ukraine. On the contrary,
Putin has positioned himself as a mediator in
Syria (although not a successful one) by convening
a pseudo—peace process in Astana that competes
with the internationally recognized Geneva Process
(which has also been unsuccessful, to be sure).
Putin continues to portray Russia as a mediator
even in the Ukraine conflict where he is a bellig-
erent. He successfully obfuscated the illegality of
his actions in and beyond the Kerch Strait, and has
deflected some of the opprobrium his activities in
Syria deserve by accusing the U.S. of supporting
terrorists and the Syrian opposition of conducting
the chemical weapons attacks.®® The expulsion of
Russian officials—including intelligence officers—
by the U.S., UK, and other states in response to
the chemical weapons attacks in Britain was hardly a

crippling response.89

The net result of these repeated violations of
international law that do not result in meaningful
consequences is their normalization. Each one
establishes a precedent that Putin can and will

then use to defend similar or even more aggressive
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activities. If the West accepted the clearly illegal
seizure of Ukrainian ships in international waters
near the Kerch Strait, how will it react if Russian
forces seize some other ship on a trumped-up pretext
while it attempts to transit the opening Arctic ship-
ping route? Having taken no action against Russia
for its defense of Assad’s use of chemical weapons,
how would the West respond to a covert Russian
operation to use chemical warfare in Ukraine
while attributing the incident to the Ukrainian or a

Western government?

The principled answer is that, of course, failure to
act in one case does not preclude action in subse-
quent cases. If the West has not responded adequately
to most of these Russian transgressions, neither has
it explicitly condoned them—yet. That is a line that

we must be very wary of inadvertently crossing.

Imagine an unlikely but not an impossible situation
in which Ukraine’s President Volodymir Zelensky,
elected in April 2019, asks the U.S. and the EU to
waive Russian sanctions for Ukraine—or lift them
altogether—as part of a deal he is negotiating to “end
the conflict” in his country. It would be difficult to
resist such a request since ending wars is desirable,
especially if it can be done with the apparent accep-
tance of both sides. The net effect of endorsing such
a deal, however, which would surely leave Crimea
in Russia’s hands and eastern Ukraine in a changed
political relationship to Kyiv, would be to endorse
retroactively the violations of international law
Putin committed in 2014. Doing so would indeed
establish a precedent that Putin can impose his will
on other states as long as he subsequently succeeds
well enough to convince or coerce those states into

recognizing his actions.

There is, of course, no new principle at work here.
It has always been true in the modern states system
that a successful aggressor can have his aggression
legitimized by a subsequent peace agreement, even
one forcefully imposed on the defeated state. The
novelty in this situation is twofold. First, Russia has
not been universally identified as the aggressor—
Putin’s efforts in Ukraine are not generally accepted
as the offensive land-grab they actually were—and
Putin’s role in any deal would be as mediator rather

than belligerent. It is one thing to accept that Putin
launched, waged, and won a war of aggression, the
outcome of which the defeated state chose to accept;
it is another to say that he facilitated and mediated
a peace agreement in a conflict to which he was not
actually party, when, in fact, he initiated it and
directly benefited from it.

Second, the principle at issue goes beyond the
straightforward one of legitimizing a forcible
conquest—it also touches on the nature of the
post-Soviet states’ sovereignty. Putin has asserted,
as we have argued, that Russia has the right to
intervene by force in any of the post-Soviet states
and the international community has no right to
interfere (including even by offering an opinion).
Recognizing his activities in Ukraine ex post facto
recognizes this principle as well. It establishes as a
firm precedent, reinforcing the precedent already
established by the invasion of Georgia, that there
are degrees of sovereignty in the international
community and that some states are more sovereign
than others. Putin is clearly attempting to establish
precisely that principle. The West must resist the

temptations he may offer to allow him to do so.

Create a constellation of alliances and friendly states that gravitate
toward Russia. Putin has been working hard to create
multiple blocs and groupings of which Russia is
either the sole center or one of a small number of
core states, as an alternative to the U.S.-dominated
international order he so opposes.?” Few of these
individual efforts have been particularly effective,
nor is it clear that the sum of them will result in
a truly Russia-centric constellation of states. But
the tenacity with which he has pursued this objec-
tive and the sheer number of attempts to reach it
demonstrate, if nothing else, the importance he
seems to attach to it.

Some of these groupings offer Russia little inherent
influence. BRICS (Brazil, Russia, India, China,
South Africa) began simply as an acronym to describe
major emerging markets, for example. It has no
formal decision-making process, nor are its members
aligned with one another on political or economic

policies. It has no military component at all.
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GROUPINGS AND ORGANIZATIONS
UNION STATE: 1999 Union Treaty between Russia and Belarus
EEU: Eurasian Economic Union

CSTO: Collective Security Treaty Organization (Serbia and
Afghanistan are observers)

CIS: Commonwealth of Independent States

FORMER SOVIET UNION: Former member states of the USSR

RIC: Russia-India-China Foriegn Ministerial Meeting

SCO: Shanghai Cooperation Organization (Iran, Afghanistan, and Belarus
are observers; Turkey, Azerbaijan, and Armenia are dialoguepartners)
CASPIAN AGREEMENT: 2018 Conuvention on use of the Caspian Sea
between Azerbaijan, Iran, Russia, Turkmenistan, and Kazakhstan

EEU ASPIRATIONAL MEMBERS AND FTAS: EEU observers;
countries that have signed free trade agreements with EEU; countries in talks
about joining the EEU or signing FTAs with the EEU
Russ1iA-IRAN-AZERBAIJAN: Trilateral summit between Russia, Iran,
and Azerbaijan

QUARTET INTELLIGENCE CENTER: Russia-Iran-Syria-Iraq

intelligence sharing forum
ASTANA PROCESS: Russia, Iran, and Turkey cooperation
on Syrian peace process; Iraq and Lebanon have been invited as observers

ASEAN:: Association of Southeast Asian Nations
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Some, such as the

Shanghai
Organization (SCO) require Russia to compete with

Cooperation

China for predominant influence.” That compe-
tition is not going well for Moscow, at least in the
case of the SCO, leading Putin to de-emphasize this

forum for the moment.

Some, like the Eurasian Economic Union, remain
largely aspirational. They have not yet established
themselves as meaningful associations through
which Russia could hope to exert influence now,
nor is it clear that they will gain more significance

over time—although Putin continues to work at it.%?

Others are operational and meaningful. The Astana
Process tripartite has not brought peace to Syria,
but it has helped establish Putin at the heart of a
triad with Iran and Turkey that is shaping Ankara’s
drift away from NATO and toward Moscow. The
Quartet Intelligence Center has not yet integrated
the Iraqi military or government into the Russian
orbit as fully as Putin might like, but it gives form to
the very real military coalition of Russia, Iran, and

Syria that is fighting in Syria.93

Still others, such as the Collective Security Treaty
Organization (CSTO) and the Commonwealth of

Independent States (CIS) are largely moribund at
the moment, but the Union Treaty with Belarus
had also been dormant almost since its creation in
the 1990s, and Putin is attempting to reify it.%* We
cannot discount the possibility that he may do so

with one of the other agreements that are legacies

of the 1990s.

The purpose of laying out these various efforts is
not to suggest that they are likely to succeed, or
that their success would have dire consequences for
American national security—it might or might not,
depending on the circumstances. The purpose is,
rather, to demonstrate again the coherence between
Putin’s stated grand strategic vision and the under-

takings the Russian state is pursuing to achieve it.

Putin’s goals are antithetical to the security and
national interests of the United States and its allies.
We must prevent him from achieving them, without
resorting to major war if at all possible. We turn
next, therefore, to the means by which Putin and his
subordinates pursue his aims—an examination that
will show the tremendous challenges his methods
pose, on the one hand, and the opportunities to

respond with means well short of war, on the other.

THE RUSSIAN WAY OF WAR

The Russian way of war today is based on recogni-
tion of Russia’s fundamental weaknesses and the
fact that Russia is not a near-peer of the U.S. and
will not become one any time soon. It is designed
to achieve Moscow’s objectives without fighting a
major war against the West that Russia would likely
lose if it did not escalate to using nuclear weapons.”
Its technological emphases have therefore been on
less-expensive and asymmetric capabilities such
as information operations, cyber operations, A2/
AD systems, and nuclear systems. Its intellectual
development has focused on the category of polit-
ical-informational-military activities encapsulated

in the terms “hybrid war” or “gray zone” conflict.”®

Russia is optimizing itself to fight a poor man’s war
because it is poor and will remain so. Putin is suffi-
ciently in contact with reality to know that he will
fail if he attempts to regain anything approaching

conventional military parity with the West.

Assessing the novelty of this Russian approach is
difficult. None of the concepts or technologies on
which it relies is new or unique to it. Most of the key
intellectual framework goes back to the early days of
Soviet military thinking. Some can be traced back
centuries to Sun Tsu. Nor has Russia abandoned
traditional military approaches and conventional
capabilities. It would be both wrong and dangerous
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to ascribe to Russia the invention of an entirely new
way of war that is the only way in which it will fight

now, or in the future.

There are nevertheless important differences
between the current Russian approach and the
approach that characterized Russian military and
national security strategy and doctrine in the 2000s
and the 1990s, to say nothing of the Soviet period.
The differences lie partly in emphasis and partly in
the degree of intellectual development of certain
concepts at the expense of others. It would be
equally wrong and dangerous, therefore, to see the
current Russian approach to war as the same as, or

even congruent with, all of the post-Soviet period.

The Russian military in the 1990s and 2000s focused
largely on acquiring the capabilities it most envied
in the stunning conventional American military
victories against Iraq in 1991 and 2003. It sought to
acquire long-range precision-strike capabilities that
the Soviet military never had, stealth technology,
and tanks and aircraft roughly equivalent with the
mainstay technologies of NATO countries.”” It also
sought to transform itself from a mass cadre-and-
reserve conscript force into a volunteer professional
military, recognizing the tremendous value the U.S.

transition to the all-volunteer force had brought on

the battlefield.%

It has managed to achieve only partial success in
most of these measures after nearly three decades.
It has re-equipped many, but by no means all, of its
combat units with weapons systems roughly equiva-
lent to American fourth-generation aircraft (such as
the F-15E Strike Eagle), M1 tanks, etc. It has strug-
gled to field a force of fifth-generation aircraft and
is unlikely to build a large enough arsenal of such
aircraft to pose a serious challenge to American

capabilities in any short period of time.??

It has acquired and demonstrated the ability to
employ precision weapons, including long-range
precision missile systems. Its mix of those systems
and “dumb bombs” in Syria, however, was more
similar to the mix the U.S. used in 1991 than to the

mix American forces use today—the large majority

of Russian munitions dropped in Syria were not
precision-guided munitions because the Russian
stockpiles are not large enough to support their

widespread employment.loo

The Russian military has notably failed to transi-
tion fully to an all-volunteer force, moreover, and
has given up the effort. It has become, therefore, a
segmented force with a volunteer element (so-called
contract soldiers) and a large body of conscripts
serving one-year terms (half the two-year service
requirement for conscripts in the Red Army). This
partial professionalization will continue to exercise
a drag on its ability to complete its moderniza-
tion programs; one-year conscripts simply cannot
learn both how to be soldiers and how to use very

advanced modern weapons systems.

Russia’s modernization efforts lurched dramatically
in 2008 with the appointment of Anatolii Serdyukov

as defense minister.'"!

Serdyukov’s mandate was
to reduce the cost of the Russian military signifi-
cantly in response to the collapse in global oil
prices resulting from the global financial crisis. He
sought to make major personnel cuts, to restructure
weapons system acquisition, and to reorganize the
military, especially the ground forces, in a way that
would have severely degraded its ability to conduct
large-scale conventional warfare without opti-
mizing it for any other sort of warfare. Serdyukov’s
successor, Sergei Shoigu, along with Chief of the
General Staff Valeriy Gerasimov, have reversed
many, but not all, of those reforms. It is important
to note, therefore, that some of the changes being
made to the Russian military that enhance its ability
to fight maneuver war are reversals of changes made
in 2008 for cost-cutting purposes, rather than new

improvements on an already-sound structure.

The emphasis in Russian military development
has changed significantly since the start of Russian
involvement in Ukraine in 2014 and Syria in 2015.
Gerasimov published a noteworthy article in 2013,
discussion of which in the Western press gave rise to
the phrase “Gerasimov doctrine.”’”” The author of
that phrase subsequently not only retracted it, but

also aggressively attacked the idea of its existence.!®®
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As with “hybrid war” and “gray zone,” this paper
will not attempt to defend or attack the validity of
the term, but will explore the collection of concepts
and actions to which it could meaningfully be said
to apply and that do actually comprise the current

Russian approach to Wél.I‘.lO4

The heart of this approach is the conclusion that
wars are won and lost in the information space rather
than on the battlefield. Russian military thinkers
have gone so far as to argue that every strategic,
operational, and even tactical undertaking should
be aimed first at achieving an effect in the informa-
tion space, and that it is the information campaign
that is decisive.'”® Formal Russian doctrine has not
gone this far, nor has Russian military activity on
the ground, but the extreme statement is a measure

of how important the concept is.106

The importance of information operations is old hat
for any Sovietologist. The Soviets were renowned
for the “active measures” of the KGB, for “disinfor-
mation” and various efforts to suborn groups in the
West, sometimes unwittingly, to advance their ideo-
logical and concrete agendas. The Soviet military
evolved an elaborate theory of deception, bringing
the term “maskirovka” into common parlance

among those who studied it.

The Soviets also built out a concept called “reflexive
control” that is the most noteworthy element of
Putin’s ability to play a poor hand well.1%” Reflexive
control is a fancy way of saying “gaslighting.” It is
the effort to shape the information space in which
an adversary makes decisions so that he voluntarily
chooses to act contrary to his own interests and his
own benefit—all the while believing that he is actu-

ally advancing his own cause.

Reflexive control is a form of intellectual jiu-jitsu,
which may be one reason it appeals to Putin, who
is a long-time and high-level practitioner of the
Russian form of judo known as sambo.'”® It uses the
enemy’s strength against him in the best case, but
at least causes him to avoid bringing his strength to

bear against you.

None of this, again, is new. Even the additions of
cyber operations and cyber-enabled information
operations such as bots and troll farms are not new
or unique to the Russian approach to war. The
novelty comes in part from the relative emphasis in
Russian operations on efforts to shape the infor-
mation space and the frequent subordination of
conventional military operations and the threat
of such operations to those efforts. Another novel
aspect is the vulnerability of Western societies to
these kinds of efforts, resulting in part from the
effects of changes in the technological shape of the
information space and the way in which it interacts
with the psychology and sociology of Western indi-

viduals and societies.

The current information environment favors the
attacker over the defender for several reasons. The
extremely widespread penetration of the internet in
Western societies gives an attacker almost universal
access to the population, unfiltered by government
agency or corporate leadership. The anonymity
made possible by the internet makes it difficult or
impossible for individuals to know who is speaking
to them. The decentralization of sources of infor-
mation magnifies the effect of that anonymity by
allowing it to seem that multiple independent
sources verify and validate each other even when
a single individual or group controls all of them.
And the psychological asymmetry of outrage and
retraction means that corrections and fact-checking
almost never fully undo the damage done by a false
accusation and often have little effect. These char-
acteristics of the modern information space have
created the ideal environment in which ideas first
developed and attempted by the Soviets can flourish

in ways the Soviets could never have imagined.

We must be careful to avoid attributing too much
brilliance to Putin and Gerasimov. It is not neces-
sarily the case, or even likely, that they perceived the
opportunities these phenomena would present and
skillfully designed a “doctrine” to take advantage of
them. On the contrary, they and their Russian and
Soviet predecessors have been trying to make these
approaches work all along. The increased intellec-
tual, doctrinal, and organizational emphasis on

them, starting overtly in 2015, likely results instead
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from the realization that they were suddenly working
very well. As with all important military inno-
vations, therefore, the emergence of the current
Russian approach to war was almost certainly the
result of theory, action, experience, and reflections
on interactions with the adversary rather than a

sudden explosion of insight.

Whatever its origins and novelty or lack thereof, this
Russian approach has allowed Putin to make gains he
could never have hoped to make with conventional
military forces alone.!'? Syria is a case in point.
Russia could never have established a lodgment on
the Syrian coast and then expanded it to encompass
a naval facility, a permanent and expanded military
airbase, and a ground forces garrison—all protected
by advanced air defense systems—through conven-
tional military operations, against the wishes of the
U.S. and its allies. Russian aircraft flying to Syria
must transit either NATO airspace (through Turkey
or Romania or Bulgaria and then Greece) or Iraqi
airspace (via Iran) that the U.S.
dominates. Had the U.S. been
determined to prevent Russian
planes from getting to Syria, the
Russian Air Force could not have
penetrated the defenses the U.S.
and its allies could have put up.
Butthe U.S. and its allies made no
such decision. They have, on the
contrary, worked hard to avoid
any risk of military confron-
tation with Russian aircraft—a
project made challenging, not
unironically, by the periodic
aggressiveness of Russian pilots.
The prospect of a Russian naval
expedition forcing its way into
the Tartus naval facility in the face
of efforts by the U.S. Sixth Fleet

to stop it is even more fanciful.

The key to Putin’s success in this gambit lay in his
ability to persuade American and NATO leaders
that Russia’s military presence in Syria was not a
threat and might even be helpful—while simulta-
neously stoking the belief that any U.S. effort to

Another novel aspect

is the vulnerability of
Western societies to
these kinds of efforts,
resulting in part from
the effects of changes in
the technological shape
of the information space
and the way in which

it interacts with the
psychology and sociology
of Western individuals

and societies.

oppose or control the Russian deployment would

lead to major, possibly nuclear, war.

The key to that success, in turn, lay in the fact that
neither the Obama nor the Trump administration
wanted to be in Syria or wished to fight any kind
of conflict with Russia. President Obama, on the
contrary, invited Putin into Syria in 2013 to help
him out of the trap he had created by announcing
that any further use of chemical weapons by Assad
was a “red line”—without actually being willing to

enforce that red line when Assad crossed it.

Obama’s decision to reach out to Moscow likely
resulted in part from the long bipartisan trend of
seeking to “reset” relations with Russia, bring Russia
backinto the fold of responsible international stake-
holders, and generally return to what Americans
saw as the golden age of U.S.-Russian cooperation
in the 1990s. This trend began in the first years of
the George W. Bush administration, shortly after
Putin’s accession to power. It
continued with Hillary Clinton’s
vaunted push of the “reset” button
and Donald Trump’s praise for
Putin and continued attempts
to find ways to cooperate with
him toward supposedly common
objectives."” The conviction that a
Russian reset and a return to the
golden years of the 1990s is just
one phone call or summit away
has become one of the few truly
bipartisan foreign policy assump-
tions in this increasingly polarized
era. Putin has used it skillfully to
advance his own projects while
offering few or no concessions in
return.
Conventional  military  forces
play a critical role in the Russian
approach to war nevertheless. Russian airpower and
long-range precision-strike capability were crit-
ical to preserving, stabilizing, and then expanding
the Assad regime and the territory it controlled
in Syria. Iran, Lebanese Hezbollah, and the other
components of the pro-regime coalition all lack
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similar capabilities. The hardening of opposition
defenses in various parts of Syria before the Russian
intervention raised the requirement for continued
regime offensive operations beyond what the
pro-regime coalition could provide."' The Russian
intervention was therefore essential to the survival
of the regime and remains essential to its precarious
stability and to any hope it has of regaining control
of the rest of Syria. The very limited deployment
of a few dozen aircraft and salvoes of long-range
missiles made Russia indispensable to the pro-re-
gime coalition and gave Putin enormous leverage in

Syria at relatively low risk and low cost.

The deployment of Russian S-300 and S-400
anti-aircraft systems to Syria dramatically increased
that leverage, again at very low risk and cost. The
American military could destroy those systems and
operate freely over Syrian airspace even against
Moscow’s wishes, but the cost in U.S. aircraft and
missiles devoted to the operation, in time, and
possibly in casualties and aircraft losses would be
significant. The range of the S-300 and the reported
locations at which launchers were deployed, more-
over, means that most Israeli Air Force and some
Turkish Air Force aircraft are within range of those
systems the moment they take off from airbases in
Israel and Turkey. That fact has not been lost on
Israeli or Turkish leaders.

Putin has also used conventional military forces on
a limited scale in Ukraine. He relied on the naval
infantry forces already deployed in Crimea, rein-
forced by small numbers of special forces and other
units, to seize control of that peninsula in 2014.
Small numbers of conventional forces battalion
tactical groups and similar-sized formations helped
local proxies seize and hold ground in eastern
Ukraine, while highly skilled special forces elements
supported them in the battle area and in the rear
of the Ukrainian forces."” Russia has provided
air defense capabilities and significant electronic
warfare support to its Ukrainian proxies and also to
its fighters and allies in Syria. The highly targeted
assistance of Russia’s conventional military is prob-
ably even more essential to Putin’s proxies in Ukraine

than in Syria. The Ukrainian Armed Forces are

likely to regain control over the Russian-occupied
territories in Ukraine if the Russian military stops
supporting its proxies on the battlefield.

The current Russian way of war, therefore, truly is
hybrid. It requires the use of limited numbers of
highly capable conventional forces able to conduct
expeditionary operations beyond Russia’s borders.
However, it also relies on the creation and mainte-
nance of a political and information environment
that facilitates the presence and activities of those
forces without serious opposition from any state or

actor that could meaningfully challenge them.

The conventional forces themselves are enablers to
a larger political-informational campaign rather
than being the main effort. Evidence for that assess-
ment lies in Putin’s response to the several occasions
on which his conventional forces suffered losses—
specifically, the Turkish downing of a Russian
aircraft in 2015; the accidental downing of another
Russian plane by Syrian forces during an Israeli
airstrike in 2018; and the killing of several hundred
members of the Wagner PMC during an attack by
that group on an outpost in eastern Syria held by
the opposition, where American advisers were also

present.”g

Washington and the world held their breath in each
case, worrying about Putin’s possible response. The
U.S. Chairman of the Joint Chiefs of Staff, General
Joseph Dunford, reached out immediately to
Gerasimov to send messages of both deterrence and
de-escalation each time. Putin did not retaliate
militarily on any of these occasions. He responded
to the Turkish shoot-down by deploying Russian
S-300 systems operated by Russian troops, and to
the Syrian shoot-down by completing a contract
with the Assad regime for S-300 systems of its own,
which had long been held up. He made no mean-
ingful response to the Wagner incident and did
not even use his air defense systems to disrupt the
massive U.S. air operations against the attacking

Wagner forces as they were destroyed.

Putin has similarly refrained from using his own
S-300 and S-400 systems to shoot at Israeli aircraft
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during any of Israel’s repeated airstrikes against
regime targets within Syria and has, reportedly,
prevented the Syrians from using their S-300
system.115 Nor has Putin retaliated against Israel for
those strikes or against the U.S. for the 2017 missile
strikes Washington launched against the Shayrat
airbase in response to Assad’s renewed use of chem-

ical weapons.

The aircraft and missile systems Putin has deployed
to Syria, therefore, are clearly not meant to give
him control over Syria’s skies. They are also obvi-
ously not meant to challenge the ability of the U.S.,
Turkey, or Israel to conduct anti-regime operations,
at least within the current limits of such operations.
Lastly, they are not meant to enable Putin to retaliate
in any symmetrical tit-for-tat manner for Russian
losses suffered directly or indirectly at the hands of
the U.S., Turkey, or Israel. The relative inaction of
Russia’s aircraft against those states could be at least
partially explained by Moscow’s focus on fighting the
opposition. But the air defense systems can only be
intended to defend against the U.S., Turkey, and
Israel, since the opposition has never had aircraft
against which those systems are effective.'® The
Kremlin has, in other words, deployed systems to
defend against attacks that have, in fact, come—and
yet not used those systems to defend against those
attacks.

This conundrum can only be resolved by recog-
nizing that the purpose of those systems is to shape
the behavior of the U.S., Turkey, and Israel rather
than to fight openly against them. The deployments
of advanced air defense weapons, and also of some of
the air-to-air-optimized aircraft Russia has periodi-
cally sent to Syria, support a political-informational
campaign rather than a conventional military oper-
ation (even if we regard counter-insurgency and

counter-terrorism as being in that category).

Circumstances might, of course, arise in which
Putin would authorize his troops to use some or
all of their capabilities conventionally against the
U.S. and its partners and allies. That fact drives
the fear of escalation that leads the U.S. Joint
Chiefs chairman to jump on the phone to Moscow

every time a major incident occurs. It also shapes

American, Turkish, and Israeli calculations about
military options they might choose. This is exactly
the point from Moscow’s perspective. Putin’s S-300
and S-400 systems in Syria work best if they are

never used.

Problems of Escalation—for Russia

The U.S. military and those who study it are preoc-
cupied, understandably, by its shortcomings and
inadequacies. The shortcomings are real, and
the military is, indeed, inadequate for the global
requirements it must meet. The preoccupation with
our own failings has tended to obscure an objec-
tive assessment of the relative risks to the U.S. and
Russia of a conventional military confrontation in
Syria, however. The U.S. has therefore tended to
overestimate the likelihood that a crisis with Russia
in Syria will escalate to the point of such a major
confrontation and, as a result, has allowed Putin’s
very limited deployment of combat power and good
use of the information space to drive a high degree

of American self-deterrence.

Russia has rarely had more than a couple of dozen
combat aircraft at its airfields in Syria at any given
time."” Most of them are usually ground-attack
planes (principally Su-25 Frogfoots, which are
roughly similar to the U.S. Air Force A-10), and they
have limited ability to conduct air-to-air combat
against U.S. fighter bombers. The rest are generally
variants of the Su-30 fighter bomber, sometimes
with a few more-advanced airframes optimized
for air-to-air combat, including, occasionally, the

Su-57 stealth fighter bomber.

A single U.S. carrier strike group has around 48
strike fighters, all with air-to-air and air-to-ground
capabilities. The U.S. Navy alone has more than 775
strike aircraft (including all variants of the F/A-18
and the F-35).""® The U.S. Air Force has more than
1,240 fighters and fighter bombers, as well as around
140 strategic bombers."” The single carrier strike
group—almost invariably in the Mediterranean or in
or near the Persian Gulf—thus outguns the Russian

aircraft in Syria by a significant margin, and the
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U.S. Air Force and Navy could rapidly begin to flow

crushing numbers of reinforcements to the theater.

The Russian Air Force, by contrast, has a total of
roughly 745 fighter bombers in its entire inven-
tory, according to the most recently published
Defense Intelligence Agency estimates.'?® It has an
additional 215 attack aircraft (mostly Su-25s) and
another 141 strategic bombers. It is thus somewhat
larger than the U.S. Navy, considerably smaller than
the U.S. Air Force, and about one-third the size of
both together. These numbers exclude the roughly
240 F-16s in the Turkish Air Force—which have
demonstrated their ability to shoot down Russian
fighters in limited engagements, and so should not
be dismissed—as well as those of America’s other
NATO allies, not to mention the Israeli Air Force,
one of the best in the world.

The U.S. thus has absolute escalation dominance
in an air-to-air fight over the skies of Syria, unless
one imagines that Russian aircraft and pilots are
an order-of-magnitude more lethal than their
American counterparts—a notion there is no

evidence for, and considerable evidence against.121

Critics of this argument need not challenge this
assertion, but could argue instead that it is beside
the point. The U.S. military cannot focus solely
on fighting the Russians in Syria. It must support
American ground forces deployed in Iraq and
Afghanistan; conduct counter-terrorism opera-
tions throughout Africa; and deter and be ready
to respond to aggressions by China, North Korea,
and Iran, at least. The concentration of aircraft,
ships, and pilots needed to fight a significant air war
against Russia in Syria would severely degrade the
U.S. military’s ability to meet these other require-
ments. This fact more than any fear of confronting
the Russian military in the Middle East explains the
self-paralysis of the U.S. military.

Putin, by contrast, has projected a willingness to
mix it up in Syria. His pilots ostentatiously fly close
to American aircraft, engage in risky maneuvers
near them, lock targeting radars on them, and in

other ways portray almost an eagerness to engage in

a fight.122 The Turkish downing of a Russian aircraft
in 2015 resulted from repeated violations of Turkish
airspace by Russian pilots in another set of deliberate
provocations.'” Putin’s message through these actions
has consistently been: You will not fight me here, but
I am willing to fight you. Yet on each occasion when
blows have been traded, Putin has backed down.

One reason is that his escalation calculus is far
worse than America’s. The Russian Air Force also
has essential tasks outside Syria that would prevent
it from concentrating all, or even most of its avail-
able assets there. It must cover Russia’s enormous
periphery, the largest land border of any country
in the world, including a long border with China.
Putin would be foolish to strip aircraft from St.
Petersburg, a short flight from NATO airfields,
while fighting the U.S. in Syria. Nor could he
denude his forces in Crimea, linked to the Russian
mainland by a single bridge, or his forces in and
near eastern Ukraine. He could not even prudently
strip his far east of all advanced aircraft. He might—
or might not—decide that China would not take
advantage of any weakening of his defenses, but the
U.S. can threaten him from carriers in the Pacific
even if Japan opts to deny the use of its bases in a

conflict with Russia to which it is not party.

Would the U.S. bomb St. Petersburg or Vladivostok
while fighting Russia in Syria? Of course not. But
strategic calculus does not work that way. It is a fact
that the U.S. could conduct such attacks, and any
professional military staff forced to confront the
prospect of an escalation to major conventional war
in one theater would have to consider the possi-
bility that such a war might spread to other theaters.
Best professional military advice in such a situation
would be to maintain sufficient combat power in any
other vulnerable theater to deter and, if necessary,
defeat enemy attempts to transfer the conflict there.
It is equally true, after all, that a rapid U.S.-Russia
dustup in Syria would be very unlikely to trigger a
Chinese military adventure or a North Korean inva-
sion of South Korea. Yet the U.S. military allows
the fears of just such scenarios to undermine its
willingness to contemplate fighting Russia in Syria—

and the Russian military will behave no differently.
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Even that calculation is not Russia’s most serious
problem with the idea of escalation to conventional
conflict in the skies over Syria. The biggest problem
is actually financial. Russia could not afford to
replace the losses it would inevitably take in such a
fight, whereas the U.S. could. Bad as the differen-
tial in aircraft looks for the Russians, we must recall
that the differential in overall economic power and
in defense budgets looks much worse. The Russian
economy and defense budgets are less than one-tenth
the size of America’s. Its military is struggling to
“modernize” to a level of technology similar to what
the U.S. has had for decades. The cost of having to
replace many lost modern aircraft would disrupt
Russian defense programs for years. The U.S. could

make good such losses in short order if it chose.

Nuclear Escalation

The prospect of the world’s two largest nuclear
powers going to war, even in a limited conventional
way, is of course terrifying. The U.S. certainly should
do everything in its power to achieve its objectives
without resorting to major combat operations against
Russia—that is the guiding principle of current
national security documents and of this report.

The straightforward equation sometimes made
between any such local conflict and global nuclear
war, however, is entirely unjustified. It simply is not
the case that any major conventional war will lead

inevitably, or even probably, to nuclear war.

One can trace escalation paths from a conventional
war Putin is losing in Syria to his use of a theater
nuclear weapon, either to change the odds or to try
to force the U.S. to back down. He could use such
a weapon to destroy a U.S. airfield in one of the
regional states (Turkey, perhaps, or Kuwait) or a
U.S. aircraft carrier strike group. The destruction
of any single airbase or carrier would not prevent the
U.S. from carrying forward an air war to successful
conclusion. There are simply too many bases and
carriers the U.S. could use for the elimination of
a single one to terminate a campaign. Unless Putin

were willing to destroy many airbases in many

different countries (most of them NATO members)
and sink every carrier moving into the theater, he

could not prevent the U.S. from destroying his
assets in the Middle East.

It is impossible to predict the American response
to such a use of nuclear weapons—regardless of
the occupant of the White House. The U.S. could
respond by using theater nuclear weapons of its own
against Russian forces in the Middle East (which
this report emphatically does not support or recom-
mend)—and here, a single nuclear device dropped
on the airfield near Latakia would pretty much
destroy Russian capabilities to continue the air
war in the region. Alternatively, Washington could
engage in either conventional or nuclear retaliation
against Russian forces beyond the region, including
in Russia proper (and, again, this report does not
support or recommend using nuclear weapons
under any circumstances, except possibly in extremis
situations far more dire than those under consid-

eration here).

Putin would then be forced to decide whether to esca-
late further. He could conduct a larger nuclear strike
against NATO (since any effort seriously to disrupt
U.S. military capabilities in and around Europe
would require breaking or badly damaging the alli-
ance). He could also go directly for a strike on the
U.S. homeland. If he chose the latter and launched
an all-out strike, the U.S. president would likely
respond in kind, leading to the destruction of both
Russia and the U.S.—and possibly life on Earth. One
could endlessly consider lesser variants, but they all

lead to dramatically increased risk of Armageddon.

Thus, the real questions are, would Putin risk
Armageddon for Syria, or is he likely to miscalculate
an American response to a nuclear escalation badly
enough to end up there against his will?

Full-scale global thermonuclear war is an insane
undertaking. The reason for maintaining large
arsenals of strategic nuclear weapons is to deter such
a war, not to fight it. A tiny handful of leaders in
the past have been willing to accept their own total

destruction in pursuit of some larger cause—Hitler

UNDERSTANDINGWAR.ORG

39



CONFRONTING THE RUSSIAN CHALLENGE: A NEW APPROACH FOR THE U.S.

being the prime exemplar of this, as of so many
evils—but none of them, mercifully, has had nuclear
weapons. Putin does not fall anywhere near this
category. He is a thoroughly rational actor who
has prospered by taking prudent risks and backing
down, rather than escalating, on almost every occa-
sion when the breaks did not go his way.124 He holds
to no ideology that transcends his own existence
sufficiently to cause him to prefer obliteration to
defeat. Considerable evidence opposes the idea
that he would accept, let alone embrace, full-scale

nuclear war if given any choice to avoid it.

The real risk of such a war emerging from a regional
crisis, therefore, comes from the risk of miscalcula-
tion. It comes, in other words, from the notion that
Putin might persuade himself that he could safely
use a nuclear weapon of his own without triggering
a nuclear retaliation that could escalate to total

destruction.

Putin himself has set conditions, for fear of precisely
this kind of miscalculation, through his discus-
sions of “de-escalation” with regard to scenarios for
warfare in the Baltic states. The Russian military
has openly discussed using one or a small number
of nuclear weapons to terminate a conventional,
even a regional or local, conflict on its own terms.'?®
It is by no means clear, of course, that all three of
the nuclear NATO states (the U.S., Britain, and
France) would choose not to retaliate against a
nuclear attack on another NATO member state. But
neither is it obvious, in the current circumstances,
that they would. Putin might have some reason to
think he could successfully “escalate to de-escalate,”
given the general ambivalence within some NATO
capitals about the desirability of even fighting for
the Baltics to begin with.

It is harder to imagine him making such a calcu-
lation in the context of the Syria scenario being
considered here, however. In this scenario, the
conflict involves American versus Russian forces
directly, and the attack would be on American
troops, with thousands or tens of thousands killed
in the nuclear strike. The U.S. president would

already have demonstrated a willingness to escalate

to a high level conventionally, a fact that would
weigh heavily against the notion that that president
would tamely accept a Russian escalation to a higher
level of conflict. Putin would have to be an imbe-
cile, or a gambler of epic proportions, to persuade
himself that he could safely escalate to de-escalate
in such a conflict. Assuming deterrence continues
to work at the strategic level, in other words, it is
very likely to continue to work at the operational
and tactical levels, even in a major conventional
conflict involving American and Russian forces, at

least outside of Russian territory.

The purpose of the foregoing discussion was not
in any way to suggest that a U.S.-Russian conven-
tional war in Syria or anywhere else is safe, would
definitely not spread, and could not lead to nuclear
war. Still less was it a brief to advocate for any such
conflict. The aim, rather, was to show that the esca-
lation paths from the current situation to higher
levels of conflict look much worse for Putin than
they do for the U.S., and that even adding the
notion of the risk of nuclear war or escalation to
de-escalate, Putin has every reason to believe that

outright confrontation with the American military

will end badly for him.

That is one of the main reasons behind his pref-
erence for hybrid warfare. It is the reason he is
unlikely to abandon that preference any time soon
but seems, rather, to be doubling down on it. This
has implications far beyond Syria. It goes into the
Baltics, Poland, NATO, and even Ukraine and
Belarus with various important modifications.
The current Russian way of war reflects the real-
ities of Russia’s situation and the correlation of
forces between Russia and the U.S. for the fore-
seeable future. This is the way of war against which
the U.S. and its allies must most urgently prepare,
and from which they must not allow themselves to
be distracted, even while taking necessary steps to
address deficiencies in conventional combat power
and other areas. Hybrid war is not a fagade or a fad—
it is the only realistic way Putin has to achieve his
objectives by force.
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THE BLOWBACK PHENOMENON

Putin has suffered significant harm as the result of
two of his major foreign undertakings—his response
to the EuroMaidan Revolution in Ukraine in 2014
and his interference with the U.S. election in 2016.
He achieved some, but not all of his original objec-
tives in both cases, but also ended up paying a much
higher price than he intended. This phenomenon
presents an opportunity for the U.S. to develop
a counter-strategy for Russia’s hybrid warfare
approach.

The 2014 Ukrainian revolution caught Putin by
surprise. It ousted President Viktor Yanukovich,
who was largely pro-Russian, and brought
pro-Western Petro Poroshenko to power. Putin
tried to save Yanukovich for a time, but had to
adopt new objectives and means and a new time-
line when Yanukovich fled Kyiv. Putin first focused
on securing the Crimean Peninsula, important to
Russia because the port of Sevastopol had remained
the home base of the Russian Black Sea Fleet after
the Soviet Union’s fall. He then intervened in the
heavily Russian-speaking areas of eastern Ukraine
as part of a larger effort to collapse the new govern-
ment and regain dominant influence in Ukraine.
That effort failed at the time. Putin likely perceives
an opportunity to influence President Zelensky, but
he has not yet achieved his aim of warping Kyiv back

into Moscow’s orbit.!?®

He has paid a very high price for his efforts in
Ukraine, however. For the foreseeable future, Putin
has eliminated the option of having a leader in Kyiv
who is openly pro-Russian and politically viable.
Both the U.S. and the EU imposed an escalating
series of sanctions on various Russian individ-
uals and entities, which have seriously harmed the
Russian economy and constrained Putin’s access to
foreign direct investment, technology transfer, and
other important resources. Those sanctions proved
surprisingly durable, despite considerable Russian
pressure on EU members to abandon them. Putin
has failed utterly thus far to persuade any state that
is not a proxy or close ally to recognize his annex-

ation of Crimea.

Putin’s operations in Ukraine have also changed
the situation in that country to Russia’s detriment
in ways that are likely to endure even into, and
possibly through, a pro-Russian presidency. His
invasion and occupation of Ukrainian territory
injected significant energy into the development of
a distinctive Ukrainian national identity and sense
of independent statehood. It drove Kyiv to create a
reasonably effective military out of the post-Soviet
decrepitude into which its armed forces had fallen.
The Ukrainian security services have also learned
how to work with Western militaries and advisors
against the Russian armed forces—a small but poten-
tially important step toward facilitating ultimate
Ukrainian integration into NATO. Russian actions
have even led the Ukrainian Rada (parliament) to
alter the constitution to call for Ukraine’s acces-
sion into that alliance.'”’ Zelensky’s presidency, or a
future Ukrainian government, may nullify the push
toward NATO and undermine some of these other
trends, but it will not quickly reverse the consoli-
dation of a sense of Ukrainian nationhood that had

simply not existed in its current form before 2014.

Putin’s interference in the 2016 American presi-
dential elections has also resulted in backlash that
he surely did not expect or desire. He had appar-
ently set out to ensure that Hillary Clinton did not
become president (that was his aim before Donald
Trump was a serious candidate).'?® Hillary Clinton
is not president—so, in that sense, Putin got his

wish.

But Putin opposed Clinton because he did not want
a president who would take the U.S. in a strongly
anti-Russia direction and feared that she would do
so. Trump surely does not seem to want to take a
strong stand against Russia, but mistrust of Russia
in general is far stronger in the U.S. than it has been
since the end of the Cold War. Around 15 percent of
Americans named Russia the top threat to the U.S.
before the election. Forty-six percent of Democrats
and 34 percent of independent voters identified
Russia in that way in February 2019."”? A majority

of Americans now see Russia’s military power as
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threatening vital American national interests for
the first time since the fall of the Soviet Union.

These attitudes have had concrete impacts on U.S.
policy toward Russia. President Obama imposed
sanctions on Russia for its interference in the elec-
tions in 2016, and President Trump refused to block
or waive those sanctions, despite efforts by Russian
proxies to persuade his administration to do so. The
U.S. under Trump has imposed additional sanc-
tions for malign Russian cyber activity and provided
greater military support to Ukraine.'®® The Trump
Administration has not pushed back on Russia’s
presence or activities in Syria (apart from crushing
an attempted attack by Russian PMC Wagner on a
base occupied by U.S. troops), but, then, neither
had Obama. Clinton might have pushed back
harder—Putin certainly thought she would—but he
is at risk of creating an enduring mistrust and fear
of Russia in the U.S., which had been far lower
before 2016.

These policies were in contrast to the U.S. approach
toward Russia for the past two decades. The U.S.
tried to improve relations with Russia several times
after the Soviet Union’s collapse. The West hesi-
tated for years to impose penalties on Moscow for
repeated violations of international laws and norms,
including its invasion of Georgia and cyberattacks
on Estonia. Only gradually did the West start to
impose sanctions on Russia after persistent human
rights violations, including the high-profile case of
a lawyer, Sergey Magnitsky, killed in the custody of
Russian authorities, or indisputable aggression like
the occupation of the Crimean Peninsula. However,
it was not until the Kremlin’s interference in the
2016 U.S. presidential election that most Americans
and the U.S. national security establishment began
to coalesce around the notion that Russia was prin-

cipally a threat demanding greater attention.

These examples offer insight into the major
vulnerabilities of Russia’s hybrid and informa-
tion operations and part of the basis for an effort
to counter them. In the case of the U.S. elections,
Putin attempted a significant covert activity that was
blown. The attempt at secrecy made the revelation
of the effort not only major news (which it would
have been anyway), but also sudden and shocking.
It also stoked fear, justified for the most part, that
Putin is engaged in other covert actions that have
not yet been revealed. The blowback against these
blown covert operations has done more than lead
to sanctions and changes in public opinion toward
Russia; it has also sown deeper suspicion about
Russia and created a drive to look for similar covert
Russian activities around other elections in the U.S.
and elsewhere. That suspicion and search will make
it more difficult for Putin to conduct such activities
and increase the likelihood of renewed outrage if,
and as, others are exposed. In Ukraine, the Kremlin
made major miscalculations about the dynamics
on the ground, the loyalties of local powerbrokers
and the population, and the nature of the pushback
Russia would experience. This happened despite
the extensive networks Russia had in Ukraine; the
understanding of the situation there that those
networks should have been able to provide; and the
cover they should have been able to give to Russian

stealth operations.

This blowback can and should form part of the
basis for a new American and Western approach to

responding to Russian hybrid warfare.
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RECOMMENDATIONS

A sound U.S. grand strategic approach to Russia:

* Aims to achieve core American national security
objectives positively, rather than to react defen-

sively to Russian actions;

* Holistically addresses all U.S. interests globally
as they relate to Russia, rather than considering
them theater-by-theater;

* Does not trade core American national security
interests in one theater for those in another, or

sacrifice one vital interest for another;

* Achieves American objectives by means short of
war if at all possible;

* Deters nuclear war and the use of nuclear weapons

of any type as well as other WMD;

* Accepts the risk of conventional conflict with
Russia while seeking to avoid it and to control
escalation, but also ensuring that American forces
will prevail at any escalation level;

e Contests Russian information operations and

hybrid warfare undertakings; and

* Extends American protection and deterrence to

U.S. allies in NATO and outside of NATO.

Specific Objectives of American

Strategy vis-a-vis Russia

The key objectives American strategy should pursue
toward Russia flow from general U.S. global aims:

* Ensure the physical security of the American
homeland and people.

* Preserve the American way of life, specifically
including the freedom to choose elected leaders
without influence or interference by foreign
powers and the ability to conduct political

discourse freely and without external shaping or

control of that discourse.

* Protect and enhance the prosperity of the
American people, specifically including ensuring
the free movement of people, goods, and ideas
around the world and protecting the American

economy from disruption by cyberattacks.

* Preserve and strengthen America’s alliances.

Principal Lines of Effort

American efforts vis-a-vis Putin hitherto have
suffered from excessive geographic compartmen-
talization. Russian activities touch every American
geographic combatant command (COCOM) and
most functional combatant commands. Russian
operations in Syria, for example, sit astride the seam
between European Command (EUCOM), which
has responsibility for Turkey (as a NATO member)
and Israel, and Central Command (CENTCOM),
which has responsibility for Syria, Iraq, Iran,
and the rest of the Middle East. Even within the
EUCOM area of responsibility (AOR), differences
in America’s relationship to various states introduce
complexities. EUCOM relates to the Baltic states,
which are NATO members, differently from the way
it interacts with Ukraine or Georgia, which are not.
The hard geographic boundaries on the American
side have made it difficult for the U.S. to develop
a coherent understanding of Russia’s activities
around the world, let alone formulate a coherent

strategy for responding to them.'®

The recommendations of this report therefore are
arrayed not geographically, but within general lines
of effort that cross theaters and domains—air, sea,
ground, information, cyber, economic, and so on.
The U.S. must indeed develop coherent approaches
to Russian activities in various specific geographic
regions, and some American agencies have attempted
to do so. But those efforts can only succeed in the

context of an overarching approach built on the
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understanding of the nature of the Russian chal-
lenge and the opportunities and requirements of

responding to it, generally outlined above.

Constrain Putin’s Resources

Russia’s relative poverty is the primary reason for
its relative weakness in conventional warfare capa-
bilities and its preference for hybrid operations.
Putin has repeatedly demonstrated the desire to
recreate a major conventional military capability
that could indeed challenge the U.S. and its allies
in modern warfare. Russian military industry has
shown its ability to develop and field new weapons
with capabilities similar—and in some cases supe-
rior—to those of the U.S., and to field large
numbers of current-generation weapons systems.
It has struggled to field advanced weapons systems
at scale, however, and to overcome the challenges
of converting to the professional military personnel
system that would be needed to use them to their
full advantage.

Sanctions

Sanctions will not change Putin’s intent, but they can

dampen the scale of his future foreign aggression.

Structural challenges within the Russian economy
are the primary causes of Moscow’s financial woes,
but sanctions also play an important constraining
role. Russia has repeatedly delayed and downsized
planned investments in conventional military capa-
bilities since 2014 and has reduced the military
budget of the Russian Federation. This is in part a
response to the effects of sanctions. Sanctions also
deny Russia access to some of the most advanced
technologies needed to continue developing and

fielding advanced weapons systems.

The elimination or significant reduction of the
sanctions regime currently constraining Putin
would likely result in additional foreign direct
investment in Russia in the form of cash, expertise,
and technology. Putin would put some significant
portion of those new resources into the defense

programs he has had to curtail, allowing Russia to

begin fielding a much more formidable conven-
tional military threat to NATO than currently. Such
a development would require a reassessment of the
conventional military threat to NATO even beyond
the Baltic states, necessitating an even more urgent
and expensive rearmament program by the U.S.
and its allies just to keep pace. Growing conven-
tional capabilities might also embolden Putin to act
more aggressively and directly against his neighbors,
both within NATO and outside of the alliance, and
increase the likelihood of conflict and possibly esca-
lation—particularly if Russia’s conventional military
capabilities rose to the level, relative to the U.S. and
NATO, at which Putin could contemplate escala-

tion scenarios with some degree of equanimity.

A significant influx of resources would also help
power Putin’s hybrid efforts. Such efforts by their
nature are inexpensive, but they can be assisted
by financial and economic activities that Russia
cannot currently afford. Putin’s ability to help his
partners in Tehran, for example, has been severely
constrained because Iran needs financial assistance
that Putin cannot provide to offset the effects of
the American “maximum pressure” campaign now
depriving it of much of its oil revenue. A cash-rich
Russia could be a much better partner for Iran and
its proxies in the Middle East and beyond—as well as
for Venezuela’s Maduro, Libya’s Haftar, and various
other strongmen Putin seeks to influence."®” The
preservation, and possibly the expansion, of the
current sanctions regime against Russia is therefore
a necessary defensive measure to deprive Putin of
the ability to increase his conventional and hybrid

capabilities.

No sanctions regime will change Putin’s objectives
or behavior materially. The objectives are deeply
rooted in his assessment of his requirements to
survive and continue to rule, as well as in his view of
Russia’s proper role in Europe and the world."* He
has already developed methods of operating at low
cost, and he will continue to improve and imple-
ment them. Nor will any conceivable sanctions
regime cause Putin’s regime to collapse, even were
that the objective of U.S. policy (which it is not and
which this report does not suggest it should be). It is
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important to be very clear-eyed about the purpose of
sanctions and the metric against which their success
should be judged. Above all, we must recognize that
they are an entirely defensive undertaking and that
they are essential for keeping the cost of pursuing
vital American national interests toward Russia at a

level the U.S. can reasonably expect to sustain.

Disrupt Hybrid Operations

Hybrid operations offer Putin a number of advan-
tages, as we have seen. They are much less expensive
than conventional operations with a generally lower
risk of escalation. They can succeed so well, if condi-
tions are properly set, that the adversary voluntarily
chooses the course of action Putin prefers without
even knowing that he has been manipulated—or that
he has actually lost.

They suffer from a number of vulnerabilities,

however.

® Their covert elements are liable to exposure that
can generate a blowback effect, costing Russia
considerably more than it might gain, as consid-

ered above.

* The requirement to keep covert elements secret

limits the scope of the actions Putin can take.

* They generally require the prior emplacement
of human agents or the creation of cyber agents.
Both of these are additional sources of possible
exposure and, therefore, vulnerabilities—and they
also require lead time to permit such placement
and creation.™*

* They need an information environment and,
frequently, political discourse within the target
state that is at least conducive to the end state they

are meant to achieve.

The U.S. approach to Russian hybrid operations
should be broken into two tracks. One, which
we will call “acute care,” responds to operations
currently in preparation or underway. The other,

“chronic care,” addresses ongoing Russian efforts

to set conditions to support future hybrid opera-
tions that they have not yet necessarily decided to

conduct.

Acute Care
The U.S. and its allies should develop a multilat-

eral and interagency effort to detect and disrupt
Russian hybrid operations while they are under
preparation, when they are launched, and as they
are being executed. This effort should include the
creation of an intelligence-sharing hub dedicated
to this task and operating primarily in the open-
source (unclassified) information arena. The focus
on open source is important, both because that is
where most of the hybrid operation will occur, and
because it is vital to be able to share information
about the hybrid operation, not only with countries
that may not be part of existing intelligence-sharing
programs, but also with the media and the general
public. Declassification requirements take too long
and are too restrictive to permit timely responses
to the discovery of hybrid operations. Intelligence
efforts native to the unclassified environment are

essential to rapid reaction.

The discovery of a hybrid operation in preparation
or underway should trigger a series of decisions
about whether and how to defend against, disrupt,
and/or expose it. These decisions should be made
in an orderly and structured fashion in support
of identified overarching campaign and strategic
objectives. The U.S. should therefore consider
establishing counter-hybrid operations planning
cells in organizations like EUCOM and the State
Department and/or National Security Council
Staff. These cells could have several tasks:

I. Coordinate efforts to identify and under-
stand hybrid operations in preparation and

underway.

2. Develop recommendations for action against
hybrid operations that have been identified
within the U.S. government but are not yet

publicly known.
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3. Respond to the unexpected exposure of hybrid
operations whether the U.S. government knew

about them in advance or not.

4.. Identify in advance the specific campaign and
strategic objectives that should be pursued
when a particular hybrid operation is delib-
erately exposed or when hybrid operations
of a certain type in a certain area are exposed

spontaneously.

5. Shape the U.S. government response, partic-
ularly in the information space, so as to drive
the blowback effects of exposure of a particular
hybrid operation toward achieving those iden-

tified objectives.

6. Learn lessons from past and current counter—

hybrid operations undertakings, improve
techniques, and prepare for future evolutions
of Russian approaches, in coordination with

allies and partners.

The challenge of identifying a hybrid operation in
preparation is daunting; that of determining when
and how best to expose it to achieve the optimal
effects is more so. The hardest part of all is that
the U.S. must tell only the truth in that process.
Autocrats have an advantage in information oper-
ations in that it can be much easier to manufacture
lies and misdirections that support preconceived
messaging campaigns than to rely exclusively on
messy truth, which frequently does not run only
in the desired direction. However, a free society
cannot tolerate a government that lies to its people
as a matter of policy. The recommendation to set up
cells specifically dedicated to exposing hybrid oper-
ations, and managing the information operations
that must accompany those exposures to achieve
maximum effect, results in part from this reality.
Not only must those who plan and conduct those
information operations be highly skilled and well
trained to succeed under the “handicap” of having
to tell the truth; they also must be highly trained
in the requirement to use only the truth, despite the
temptations to use misdirection in support of a

seemingly worthy cause.

A continuous cycle of exposing hybrid operations
and generating blowback from them will cause the
Russians to innovate in response. That will lead
to an offense-defense race familiar to any student
of the history of technology in war. And, as in any
other realm of military technology, the results of
that race at any given moment are not predictable,
nor will offense or defense win permanently. The
U.S. must enter this contest recognizing that it will
be continuously challenged to develop, and then to
retain, the ability to detect and expose hybrid oper-
ations despite improvements in the ability of Russia
(and others) to conceal them and manage responses

to their exposure.

Chronic Care

The Kremlin is laying the groundwork for many
possible hybrid scenarios without necessarily
intending to launch most of them at any given time.
It must do this because it takes time to put in place
the human and cyber agents needed and to shape
the information environment and sometimes, the
economic and political environments, to be condu-

cive to a hybrid operation.

The U.S. and its allies can disrupt and raise the
cost of this continual low-level preparation sepa-
rately from efforts to detect, disrupt, and expose
specific operations. They can engage in a program
to expose human and cyber agents after they have
been emplaced but before they have been activated
to support a particular campaign. They can and
should target especially the commercial and civil
society organizations through which the Russians
frequently manage those assets—fight clubs and
judo clubs, for example, as well as corporations,
political parties, and so on. They need not always
or even frequently take legal action against these
targets; it can be enough simply to present publicly
the proof of their associations with the Kremlin to
reduce their utility in a hybrid operation that relies
on keeping those associations secret. The U.S. and
Europe can also systematically unmask the Kremlin’s
efforts to influence Western politicians and other
power brokers through corrupt practices and illicit

financing.
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Even a steady drumbeat of such micro-exposures will
not disrupt well-resourced and prioritized hybrid
operations, of course—blown agents, human, cyber,
and organizational, can always be replaced or used at
lower levels of effectiveness or higher levels of risk.
It might, however, disrupt some operations that are
less important or less well-resourced. It will also
impose a higher transaction cost on all the hybrid
operations affected, forcing the Kremlin to allocate
more resources to them and possibly to make harder

choices about how to prioritize efforts.

The transaction costs that matter will most likely be
non-financial. Most of the individual financial costs
of any given hybrid operation are likely to be very
low, which is the attractiveness of such operations to
begin with. But Russia has a finite supply of talented
people—people who can plan, develop, and conduct
hybrid operations; people who can be good human
agents; people who can set up and run believable
organizational cut-outs; and people who can estab-
lish and run effective human and cyber agents on
the internet. Stressing that finite supply of humans
will lead to one of two likely effects: either Putin
will scale back the number—and possibly scope—of
his efforts to a level his human capital can support,
or if he does not, his subordinates will be forced
to use less-capable people. In the latter case, the
overall quality of the hybrid operations will decline
and the likelihood that they will have more vulner-
abilities facilitating their exposure will grow. Putin
has a longer-term option of grooming additional
human capital, but that is a generational challenge
he must undertake, and current demographic and

educational trends are not encouraging.

Russia is different in this regard from China. Its
population is less than one-half that of the U.S.,
and its educational system is generally deteriorating.
It has also suffered from years of brain drain and is
likely to continue to do 50.1% Xij Jinping might not
have to make choices quickly based on limitations of
his human capital, but Putin probably will.

Counter-Information Operations

The U.S. should not cede any information space a

priori to the adversary.136 It should even contemplate

contesting the Russian information space within
the Russian Federation, but not as a priority. That
target will be the most difficult to affect and the
most likely to generate unexpected and possibly
dangerous backlash. Putin could begin to respond
more recklessly and aggressively should he sense a
serious Western effort to contest his narratives in
his own information space. But everything else

should receive urgent attention.

Ukraine and Moldova are two states that should
be short-term priorities for the U.S., as both have
just gone through elections and are heading into
another round. Ukraine elected a president in April
2019 but will elect a new parliament in July 2019;
Moldova had a parliamentary election that produced
no winners, and it will likely hold another election

this fall as well.

It is easy to articulate what the U.S. should not
do in such efforts. It should not attempt to pick a
winner (either an individual or a party) and try to
get that winner elected. Neither should it attempt
to pick a loser and make that target lose. Ukrainians
and Moldovans have as much right as Americans,
French, British, or any other country’s citizens to
be angry at efforts by outsiders to determine the

outcomes of their elections.

But the U.S. and its allies can and should help
make clear to the peoples of those countries, and
of others facing similar choices in the future, the
consequences of certain choices they might make.
Russia is a kleptocracy. Under the current regime’s
manner of governing, it cannot become transparent
in the ways required by the community of world
economies to participate fully and functionally in
that community.137 Its methods of economic inter-
action with its neighbors run through individuals
and organizations deeply embedded in the crim-
inal networks overseen and manipulated by Putin.
States that link their economies closely with Russia’s
are therefore consigning themselves to the Russian
economic sphere at the expense of full integration
into the rest of the global economy over the long
run. Such an approach will make a small number
of individuals in those countries wealthy, while

harming and even impoverishing many of their
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citizens. The approach is also likely to lead to repli-
cation of the Russian model of governance, where
people have relative stability, limited individual
liberty, and ultimately no ability to choose their
leaders. The Kremlin has an incentive to export its
ways, as it rapidly did in Crimea after illegally occu-
pying the peninsula in 2014, in order to ensure its
long-term control. The U.S. and its allies would do
well to make those facts clear to the Ukrainians and
Moldovans who are choosing much more than the

next parliaments, whether they recognize it or not.

The U.S. and the West are generally very poor
salesmen for themselves. Russia has put a tremen-
dous amount of energy into demonizing NATO and
making clear to states like Ukraine and Georgia,
which have evinced a desire to join the alliance, not
only that they will thereby incur Russia’s wrath, but
also that they will gain nothing. NATO, in return,
has made relatively little effort to explain what they
actually would gain. One reason for that reticence
is that NATO itself is ambivalent about whether it
wants to admit them. Nevertheless, that reticence
should not prevent the alliance from explaining the
benefits it offers. Whether or not Ukraine, Georgia,
or any other state ends up joining the alliance,
NATO benefits from having the peoples of those
countries wish to join it, from having them see it as
a positive force in the world pursuing goals for the
good of all, rather than the architect of danger and

villainy that Moscow paints.

The U.S. and its allies also can and should help those
countries work to achieve a level playing field in the
information space. Russia continues to play a major
role in the information space in those states, skewing
the perceptions of voters, diminishing the chances of
the reform-oriented candidates ahead of the elections,
and undermining legitimate political competition.
Unmasking these Russian efforts around the world
could help reduce the effectiveness of Moscow’s
general assault on the legitimacy of democratically

elected governments and their institutions.

Enable communication even under autocratic rule

Russia is following Iran, China, and North Korea
into efforts to control its people’s abilities to interact

with one another and the world. It has pressured
and shut down or expelled companies offering
end-to-end encryption technology, and it is now
working to gain even greater control of, and access
to, the data moving over internet wires within the
Russian Federation. Putin justifies these Orwellian
undertakings with Orwellian rhetoric, claiming they
are defensive reactions to Western efforts to interfere
in Russia’s domestic affairs, which do not actually
exist at all. Unlike China’s or North Korea’s blanket
approaches, Moscow’s ways are nuanced. Russians
have access to most things on the global internet,
except for specific sites that the Kremlin blocks. The
Kremlin, however, is able to control the narrative
within the country through its propaganda machine
and the education system. It limits access to under-
standing, rather than information, in particular
in Russia’s remote regions, where people are less
exposed to the outside world. The Kremlin’s war on
the truth also has negative consequences for critical

thinking in the Russian informational space overall.

The U.S. has multiple interests in enabling Russians
to have free access to the global information envi-
ronment and to communications with each other.
The ideal of freedom of speech and association is
one of the most cherished Western values, enshrined
in the American Constitution and in the laws of
most of our allies in Europe and Asia. Americans
should not quietly allow dictators to enclose their
peoples in darkness, especially when those dicta-
tors are working so hard to disrupt America’s own

domestic discourse.

America is not at odds with the Russian people,
moreover, but rather the Russian government. The
solution to the current crisis over the long term
lies in the will of the Russian people to force their
government to change its behavior, which harms
them so severely. They have done so in the recent
past—the Soviet Union collapsed relatively peace-
fully in 1991 after all, having abandoned its military
occupation and dictatorial control over its Warsaw
Pact vassals with remarkably little violence. One of
the reasons this happened is that the Soviet peoples
demonstrated that they would not continue to

tolerate its oppression of them or of others.
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The U.S. could do little to facilitate the internal
Soviet discourse in the 1980s, which relied in part
on the unexpected proliferation of fax machines
that allowed Soviet citizens to communicate with
each other in ways the state found it difficult to
monitor or disrupt (which is why one of the major
Russian news agencies today is named Interfax).
The U.S. could help today, however, and should do
so. Western governments should encourage Western
companies and individuals to develop and deploy
software tools allowing individuals to circumvent
efforts at state control of, and access to, private
communications.!® They should also encourage
creation of more software facilitating access to the
global internet for Russians and others within the
Russian orbit. Russian experts will attempt to meet
and defeat these efforts, creating another offen-
sive-defensive competitive cycle. But the innovative
power of the West is far greater than Russia can hope
to harness. There is no reason to despair of putting
tools in the hands of the peoples of the former
Soviet Union that will let them continue to speak

freely with each other and the outside world.

Cyber

Russian cyber activities have the West’s full atten-
tion, but a change of perspective may help improve
the Western efforts to detect and respond to them.
As we have noted, many Russian cyber activities
are conducted in support of information opera-
tions that themselves support hybrid operations.
The cells suggested above that focus on detecting
hybrid operations can and should also identify the
likely ways in which cyber efforts could enable and
support those operations. That assessment and
forecasting could enable the detection of cyber
activities at much earlier stages in their lifecycles,
possibly increasing the chance of disrupting them

before they can achieve their aims.

Delegitimize Putin on the International Stage

A central component of Putin’s vision is to establish
himself and Russia as equal or superior to the U.S.
as convener, mediator, supporter of international
laws, and general global influencer. He will have
failed to achieve his goals, whatever else he accom-
plishes, if Russia is seen as a second-rate power or,

still worse, a pariah. That failure will be important
to him—the promise of restoring Russia’s great-
ness, by which he largely means it role in the world,
has become one of the central themes in justifying
his increasingly oppressive rule. Undermining
this narrative will force Putin to find other ways
to explain to his people why they should continue
to accept the economic pain and deprivation of
freedom that he has imposed upon them in pursuit
of Russia’s place in the sun. Putin will likely use his
vast domestic propaganda machine to explain any
international failure, but it would still raise costs

for him to have to do so.

The instinctive Western desire to see Russia as a
potential partner and an assistant in dealing with
problems remains strong, and Putin plays heavily on
it. It is time to recognize that Russia is not a potential
partner, but rather a self-defined adversary. Russia
will not help the West solve problems inways conducive to
Western interests and values. Putin convenes “peace talks”
and other international mediation efforts to elevate
Russia’s status at the expense of the West, rather
than to solve the problems at hand. Furthermore,
his track record in solving those problems is
dismal—Russian-sponsored talks in Syria, Ukraine,
Afghanistan, and elsewhere have not stopped the
fighting in any state or led to any peace agreements.
Russian participation in Western-led negotiations
has been unhelpful at best and damaging at worst.
The Kremlin, first and foremost, has fueled many
of these conflicts. Putin has, in particular, shown
no ability or willingness to bring his proxies to the
table with anything approaching reasonable terms—
neither the Assad regime nor Iran or any of its
proxies, for example, has been willing to negotiate
with other actors in Syria on any terms other than a

demand for near-total victory.

Russia portrayed itself as a mediator in the Ukraine
conflict in the context of the Minsk and Minsk II
agreements. It initiated the war by invading Crimea
and eastern Ukraine and kept it going by supporting
proxies with out-of-uniform military forces and
equipment. It was the aggressor and a belligerent—
yet portrayed itself as a mediator. The West never
credited Russia as a neutral in the Minsk process
and the West’s intent was to facilitate the dialogue
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between Russia and Ukraine. The process, never-
theless, provided an opportunity for the Kremlin
to use its domestic and international propaganda
machine to reap the legitimacy benefits of being

included in the process, which it did.

The West should stop letting Putin play these games.
It should not allow him to portray himself as a
mediator in conflicts in which he is a belligerent.
It should not attend conferences or negotiations
he convenes. It should require him to demonstrate
that he has something of value to bring to the table
before inviting him even to conferences or negoti-
ations hosted by Western states or the UN. If and as
Putin actually begins to restrict his own belligerent
acts, reverse some of Russia’s illegal actions, and
coerce or persuade his proxies to change their aims
and behavior, the West can re-evaluate this posture.
Until then, it should treat Putin as what he is—an
aggressor who pretends to be impartial and nego-
tiates in bad faith—rather than what it wishes him
to be.

It should also hold him accountable for previous
failures and violations of his agreements. He
entered into the international discourse and efforts
in Syria in 2013 with the promise to get Assad to
give up his chemical weapons program and stop
using chemical weapons against his own people.
Assad has neither fully met the first commitment
nor stopped conducting chemical warfare against
his citizens. Putin has not reined him in, but has
enabled his continued chemical warfare by blaming
the demonstrated incidents of the use of poison gas
on the Syrian opposition. The U.S. and the West
should loudly and publicly call him out not only for
his failure to keep his word, but also for the outra-
geous information operation he has waged to defend
Assad’s use of this prohibited and horrific weapon.

The West must also stop letting Putinist euphemisms
conceal his failures to abide by his commitments.
There has been no “ceasefire” in Ukraine since
the Minsk II accords—conflict within Ukraine has
continued almost daily since those agreements. Yet
Western media and leaders continue to refer to the

situation there as a ceasefire, implying that Putin

has kept his word when he has not. Russian mili-
tary aggression has continued in Ukraine virtually
unabated since the 2014 invasion. Western leaders
should waste no opportunity to hold Putin account-
able for that fact.

Defend NATO

Two urgent requirements emerge from this study
regarding the defense of NATO: the need to meet
emergent conventional forces requirements and the
need to deter Russian hybrid operations against the

Baltics in particular.

Conventional

The establishment of the Russian lodgment in Syria
has created the requirement for NATO forces able
to suppress the A2/AD systems (and combat aircraft)
there, in order to remain free to conduct count-
er-terrorism operations in the Middle East and
transit the eastern Mediterranean freely. Since the
Cold War ended, NATO has not maintained forces
adequate for both conducting ongoing operations
in the MENA region and fighting against Russian
forces in the Mediterranean. Such additional forces
do not exist in the current NATO militaries or any
planned expansions. Further expansions are there-
fore necessary. The burden should be shared by the
U.S. and its European partners, but it must be met.
American national security faces an intolerable
threat if the U.S. allows Russia to acquire a de facto
veto on America’s ability to conduct operations
against terrorists preparing to attack the U.S. or its
allies from the Middle East.

The potential challenge posed to the conventional
defense of the Baltic states by the possible merger
of the Russian and Belarusian militaries also creates
an additional resource burden on NATO mili-
taries (see Appendix I for a consideration of that
threat). There are numerous ways to meet that
challenge by relying on various possible mixes of
ground, air, and missile forces—but NATO must be
prepared to meet and surmount it. Again, current
NATO defense programs do not include forces to

handle such a contingency, creating yet another
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requirement to expand those programs to meet this

very real possibility.

Hybrid

The heart of the real hybrid threat to NATO lies in
the possibility that during a crisis, Russia will suffi-
ciently shape the information space so as to persuade
one or more NATO members that a conflict within
one of the Baltic states is internal and not Moscow-
directed. It rests, in other words, on the current
ambiguity surrounding how NATO would regard a

truly hybrid campaign against one of its members.

NATO itself began to address this problem in the
Brussels Declaration of 2018:

Our nations have come under increasing
challenge from both state and non-state
actors who use hybrid activities that aim
to create ambiguity and blur the lines
between peace, crisis, and conflict. While
the primary responsibility for responding
to hybrid threats rests with the targeted
nation, NATO is ready, upon Council deci-
sion, to assist an Ally at any stage of a hybrid
campaign. In cases of hybrid warfare, the
Council could decide to invoke Article 5
of the Washington Treaty, as in the case of
armed attack. We are enhancing our resil-
ience, improving our situational awareness,
and strengthening our deterrence and
defence posture. We are also expanding
the tools at our disposal to address hostile
hybrid activities. We announce the establish-
ment of Counter Hybrid Support Teams,
which provide tailored, targeted assistance
to Allies, upon their request, in preparing
for and responding to hybrid activities. We
will continue to support our partners as

they strengthen their resilience in the face

of hybrid challenges.139

The U.S. and the other NATO states with
the largest and most effective militaries
could go further. They could individually
or jointly declare that they regard them-
selves as bound to go to the assistance of a
NATO member state under conventional
or hybrid attack, regardless of whether the
North Atlantic Council invokes Article 5.
Such a declaration would be, in effect, a
pre-emptive announcement of a “coali-

tion of the willing” to come to the aid of a
NATO member under attack.™°

There need be no fear in such a declaration that
the Baltic states will be encouraged into some sort
of adventurism—the Estonian Army will not be
marching on St. Petersburg or the Lithuanian Army
on Kaliningrad, regardless of the assurances they
receive from their partners. Nor need any such decla-
ration impinge upon constitutional requirements in
the U.S. or any other state for declarations of war,
or other consultations or authorizations by rele-
vant legislatures. It would therefore not eliminate
entirely the possibility that the U.S. or another state
might be restrained by its legislature from carrying
out the declared commitment. It would, however,
reduce the ambiguity surrounding NATO’s response
to hybrid conflict and, potentially, the attractiveness
of Putin’s current focus on securing one or more
NATO member vetoes of an activation of Article 5.

Bilateral Negotiations

The U.S. and the West should nevertheless remain
willing to negotiate directly with Russia if and when
it seems likely that such negotiations will advance our
common interests, reduce the risk of war, or achieve
some other important aim. Even at the height of the
Cold War, America negotiated several arms reduc-
tion agreements with the Soviet Union. Multiple
administrations have negotiated with North Korea.
Rejecting Putin’s efforts to legitimize himself in
international roles he does not deserve does not
preclude such negotiations—it merely narrows their
scope to the range of problems that exist directly
between the U.S. and Putin and to circumstances in

which talks are likely to lead to real progress.
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CONCLUSION: REJECT INEVITABILITY

The outcome of the current conflict with Russia
remains very much in doubt. It is not inevitable
that Putin will regain suzerainty over the former
Soviet states or that temporary gains he might make
in Ukraine or elsewhere will become permanent, at
least not if the West helps his victims resist. The U.S.
can greatly help those states recognize the Kremlin’s
hybrid operations in play and patch their vulnera-
bilities against them. The overall trends for Russia
are also rather poor. Russia’s demography is disas-
trous—Russians are living shorter, unhealthier lives
than their counterparts in the West and are moving
through a period of declining population resulting
from low birthrates in the 1990s and 2000s. Russia
has vast mineral wealth, but its extraction industries
are using obsolete equipment. China can supply
new equipment if the West does not—but Chinese
investment comes with a variety of non-finan-
cial prices that Putin will be loath to pay. Russia is
resurgent only because Putin has developed a bril-
liant way to play a weak and weakening hand well,
not because of any inherent increasing strength.
The relationship between the Kremlin’s economic
strength and its foreign policy assertiveness has
never been linear (as discussed above). That said,
there is no reason why the West should not be able
to weather the current storm and push back slowly
and firmly as Russia’s true and growing weaknesses

drag it down.

Nor is it inevitable that Russians will define them-
selves and their aims as Putin has defined them.
His narratives resonate with his people to be sure.
Russians do value perceived stability, many do feel
that Russia’s opinion is being treated disrespectfully
in the international arena, and many fall prey to
the claim that hostile powers “encircle” them and
seek to overthrow, oppress, or undermine them.
But they have also demonstrated that they can
pursue freedom—economic, social, and political.
They peacefully transitioned from a dictatorship far
more vicious and pervasively controlling than Putin
is likely to establish. When Putin’s false narratives
are discredited—as they surely will be, for they offer
the Russian people no lasting basis for greatness
while stripping them of freedom and prosperity—
Russians will once again reflect on what matters
most to them. Another opportunity will then arise
for them to choose a different path. The West must
keep open the hope that they will, and the door to
embrace them back into the world of our common

values if they do.
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APPENDIX I:

RISKS TO NATO OF A RUSSIA-BELARUS MILITARY UNION

The integration of the Russian and Belarusian
armed forces, as well as additional Russian basing

in Belarus, would pose a major strategic challenge

to NATO.

NATO’s ability to reinforce the Baltic states by
ground relies on the ground line of communication
(GLOCQ) through the small stretch of border between
Poland and Lithuania known as the Suwalki Gap.
(Figure 1.)

The Russian exclave of Kaliningrad sits on the
northwest side of this gap, and Belarus on the
southeast. Russian forces in Kaliningrad are
significant and include enough ground units to
attack NATO troops attempting to move through
this area. But Kaliningrad itself is highly vulner-
able to NATO ground and air attacks (and even

Figure 1. The Suwalki Gap along the Poland-Lithuania border.

f Latvia

1 Lithuania

in some circumstances a naval attack). Moscow
could ill afford to lose Kaliningrad, which serves
as the forward deployment area for Iskander nucle-
ar-capable missiles, which form a key part of its
intimidation/deterrent force."' Committing the
forces defending Kaliningrad to an attack against
NATO troops moving through the Suwalki Gap
would expose Kaliningrad to NATO counterattack
and would therefore be highly suboptimal from a
Russian standpoint.

Should Moscow acquire the ability to deploy its
own ground forces in northwestern Belarus—
around Grodno, say—it would be able to threaten
the Suwalki GLOC credibly without putting
Kaliningrad at risk. Such a deployment would be
likely to increase substantially the risk to NATO’s
ability to keep significant forces in the Baltic states
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and could change the correlation of forces in the

region fundamentally.

The redeployment of Russian forces back into
Belarus would also allow Russia to threaten Poland
with conventional forces in a credible manner for
the first time since 1991 (Russian forces were in
Belarus in large numbers under the Soviet Union).
It would also increase the conventional threat to
Ukraine, since the southernmost tip of Belarusian
territory offers a short road to Ukraine’s capital,

Kyiv, and direct access to western Ukraine.

The conventional threats to Poland and Ukraine
resulting from a putative merger of the Russian and
Belarusian armed forces would require a further
expansion of the Russian mechanized warfare capa-
bility that is unlikely to materialize in the short
term due to the limitations on available resources.
But that threat could well emerge if this merger
coincided with or followed the lifting of Western
sanctions and the continued erosion of NATO'’s

strength and cohesion.

The threat to NATO's ability to transit the Suwalki
Gap, on the other hand, would result almost imme-
diately from the merger of the armed forces because
the military requirements to disrupt the movement
of trains and convoys through a narrow area are
much lower than those involved in waging major

maneuver war.

There is likely nothing the U.S. or the West can do
to prevent this merger from occurring if Putin is
determined to do it. Lukashenko has long demon-
strated a realization of the degree of control Putin
already has over his regime and his country. There
is no credible assurance that NATO could offer him
to offset the very credible threats Putin can make,
nor is Belarus in any way a plausible candidate for
NATO membership. The Belarus regime is deeply
corrupt. It has long been a pariah in Europe for its
oppressive government, which stifles any internal
push for reform, and shares almost none of the

values required to join the alliance.

The U.S. and NATO must instead recognize this
growing threat and decide on and provide resources
for the efforts needed to mitigate it. These include
continuing to deny Russia the resources it would
need to develop Belarus into a true staging area for

launching maneuver war into its neighbors.

— \ N\ 7
- \ N\t T >~ N
N \ 4 A

54

CRITICALTHREATS.ORG



JUNE 2019

ENDNOTES

10.

11.

12.

13.

14.

15.

Suzanne Spaulding, Devi Nair,
Ballot: How the Kremlin Works to
CSIS, May 1, 2019,
beyond-ballot-how-kremlin-works-undermine-us-justice-system.

and Arthur Nelson, “Beyond the
Undermine the U.S. Justice

System,” https://www.csis.org/analysis/

For more on Putin’s campaign to influence the 2016 U.S. presidential election
see Robert Mueller, Report on the Investigation into Russian Interference in the 2016 Presidential
Election (Washington, DC: Melville House, 2019).

Catherine Harris, Nicole Geis, and Mason Clark, “Russia in Review: Targeting
Ukraine to Test the West,” Institute for the Study of War, November 30, 2018,

http://iswresearch.blogspot.com/2018/11/russia-in-review-targeting-ukraine-to.
html.

Office of the U.S. Trade Representative, “European Union,” accessed May 13,
2019, https://ustr.gov/countries-regions/europe-middle-east/europe/euro-
pean-union; U.S. Census Bureau, “Top Trading Partners - December 2018,”
https://www.census.gov/foreign-trade/statistics/highlights/top/top1812yr.html;
Alanna Petroff, “Europe and the US Have the World’s Most Important Business
Ties,” CNN Business, July 11, 2018, https://money.cnn.com/2018/07/11/news/
economy/us-eu-tariffs-trade/index.html.

Office of the U.S. Trade Representative, “European Union,” accessed May
13, 2019, https://ustr.gov/countries-regions/europe-middle-east/europe/
european-union.

David Kirkpatrick, “In Snub to U.S., Russia and Egypt Move Toward Deal on Air
Bases,” New York Times, November 30, 2017, https://www.nytimes.com/2017/11/30/
world/middleeast/russia-egypt-air-bases.html; Henry Meyer, Samer Al-Atrush,
and Stepan Kravchenko, “Russia Has a Plan for Libya—Another Qaddafi,” Bloomberg,
December 20, 2018, https://www.bloomberg.com/news/articles/2018-12-20/
russia-has-a-plan-for-libya-another-qaddafi; Stasa Salacanin, “Championing
Rogue Warlord Haftar, Russia Reveals True Agenda in Libya,” NewArab, January
22, 2019, https://www.alaraby.co(.)uk/english/indepth/2019/1/22/Russias-
agenda-in-Libya; Neil Melvin, “The Foreign Military Presence in the Horn of
Africa Region,” SIPRI, April 2019, https://sipri.org/sites/default/files/2019-04/
sipribp19o4.pdf.

U.S. Energy Information Administration, “Three Important Oil Trade

Chokepoints are Located around the Arabian Peninsula,” August 4, 2017, https://
www.eia.gov/todayinenergy/detail.php?id=32352.

Nataliya Bugayova, Alexander Begej, and Darina Regio, “Russia in Review: March
15 - 26, 2019,” Institute for the Study of War, March 26, 2019, https://iswre-
search.blogspot.com/2019/03/russia-in-review-march-15-26-2019.html.
Eduard Galimullin, “A Closer Look at Russia’s Arctic Muscle Flexing,”
Russia  File, November 21, 2017, https://www.wilsoncenter.org/blog-post/

closer-look-russias-arctic-muscle-flexing.

ICasualties, Iraq, 2003-2019, http://icasualties.org/; ICasualties, Afghanistan,
2001-2019, http://icasualties.org/.

NATO, “Defence Expenditure of NATO Countries (2011-2018),” March 14,
2019, https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2019_03/190314.-
pr2018-34-eng.pdf.

National Security Strategy of the United States (Washington, DC: White House, 2017), p-
48; Summary of the 2018 National Defense Strategy of the United States of America (Washington,
DC: U.S. Department of Defense, 2018), P-9-

Cyber Threat Intelligence Integration Center, “Statement for the Record,
Mr. Michael Moss, Deputy Director of the Cyber Threat Intelligence
Center, Hearing on Cyber Threats to Our Nation’s Critical Infrastructure,”
August 21, 2018,
item/1899-statement-for-the-record-mr-michael-moss-for-confirmation-be-

fore-the-senate-select-committee-on-crime-and-terrorism-to-be-deputy-di-

https://www.dni.gov/index.php/ctiic-newsroom/

rector-of-the-cyber-threat-intelligence-integration-center.

Nataliya Bugayova, “How We Got Here with Russia: The Kremlin's Worldview,”
Institute for the Study of War, March 2019, http://www.understandingwar.
org/sites/default/files/ISW%20Report_ The%20Kremlin%27s%20Worldview_
March%202019.pdf.

George Schultz, William Perry, and Sam Nunn argue that deterrence is an inad-
equate basis for preventing nuclear war. George Shultz, William Perry, and Sam
Nunn, “The Threat of Nuclear War Is Still with Us,” Wall Street Journal, April
10, 2019, https://www.wsj.com/articles/the-threat-of-nuclear-war-is-still-
with-us-1155493684.2. It is certainly undesirable to rely on deterrence, but that
has been the only means by which nuclear war—and, indeed, major conventional
war between nuclear-armed states—has been avoided for the last eight decades.
Since we assess that Putin is a rational actor, particularly in this regard, there
is no reason to think that deterring him is any less plausible than deterring his
predecessors in the Soviet Union. Russian succession is completely opaque and
unpredictable, however, posing much more serious concerns about relying on
deterrence over the long run. The policy that Schultz et al. suggest—rebuilding
some kind of detente with Putin based on a commitment to avoid nuclear war—will
nevertheless fail because Putin himself relies on using the threat of nuclear esca-
lation to offset his conventional weakness. The obstacle to meaningful reduction
of tensions between the West and Russia is not the West or, more specifically, the
U.S.; it is Russia.

16.

17.

18.

19.

20.

21.

22,

23.

24,

25.

26.

U.S. Mission to the United Nations, “Remarks at a UN Security Council Briefing
on the Salisbury Investigation,” September 8, 2018, https://usun.state.gov/
remarks/8581.

“Q&A: Syria Chemical Weapons Disarmament Deal,” BBC, January 30, 2014,
https://www.bbc.com/news/world-middle-east-23876085.

Catherine Harris, Mason Clark, and Nicole Geis with the ISW Research Team,
“Russia in Review: Russia Poised to Escalate Ukraine Campaign,” Institute for
the Study of War, December 11, 2018, http://iswresearch.blogspot.com/2018/12/

russia-in-review-russia-poised-to.html. Apparent efforts by a Russian actor to

place malware on safety-control systems (whose location is not identified) are
particularly concerning in this regard, as such capabilities could be deployed to
cause malfunctions and possibly chemical releases and contaminations from
Ukrainian chemical facilities, which Russia could then claim were chemical
weapons attacks. See the two Fire Eye reports on this malware: Blake Johnson et al.,
“Attackers Deploy New ICS Attack Framework "TRITON’ and Cause Operational
Disruption to Critical Infrastructure,” Fire Eye, December 14, 2017, https://www.
fireeye.com/blog/threat-research/2017/12/attackers-deploy-new-ics-attack-
framework-triton.html; Steve Miller et al., “TRITON Actor TTP Profile, Custom
Attack Tools, Detections, and ATT&CK Mapping,” Fire Eye, April 10, 2019,
https://www.fireeye.com/blog/threat-research/2019/04/triton-actor-ttp-pro-

file-custom-attack-tools-detections.html; Nuclear Threat Initiative, “Ukraine,”

accessed May 13, 2019, https://www.nti.org/learn/countries/ukraine/.

[“National Security Strategy of the Russian Federation Until 2020"] Security
Council of the Russian Federation, December 31, 2015, htt
security/docs/document133/; [“Areshev on a Laboratory in Georgia: The United
States is Developing Biological Weapons“] Sputnik Abkhazia, September 14, 2018,
https://sputnik-abkhazia(.)ru/radio/20180914/1025001589/areshev-o-lab-
oratorii-v-gruzii-ssha-razrabatyvayut-biologicheskoe-oruzhie.html; Galina
Volynets, ["Contagious Workshop: What the American Laboratory in Georgia is
Hiding”] lwestia, September 14, 2018, https://iz(.)ru/788321/galina-volynete/
zarazitelnyi-tcekh-chto-skryvaet-amerikanskaia-laboratoriia-v-gruzii.

Genevieve Casagrande and Kathleen Weinberger, “Putin’s Real Syria Agenda,”

://www.scrf.gov()ru/

Institute for the Study of War, March 20, 2017, http://www.understandingwar.
org/sites/default/files/Putin%27s%20Real %20Syria%20Agenda.pdf.
Christopher Kozak, “Iran’s Assad Regime,” Institute for the Study of War, March
8, 2017, https://iswresearch.blogspot.com/2017/03/irans-assad-regime.html.
Catherine Harris and Mason Clark, “Russia in Review: Russia’s Lessons Learned
in Syria,” Institute for the Study of War, November 9, 2018, https://iswresearch.
blogspot.com/2018/11/russia-in-review-russias-lessons.html; Matti Suomenaro
and the ISW Syria Team, “Russia Unfazed in Syria,” Institute for the Study of War,
November 3, 2017, http://iswresearch.blogspot.com/2017/11/russia-unfazed-in-
syria.html.

European Civil Protection and Humanitarian Aid Operations, “Refugee Crisis

in Europe,” June 20, 2016, https://ec.europa(.)eu/echo/refugee-crisis; Harleen
Gambhir with Claire Coyne and ISW’s Counterterrorism Team, “ISIS’s Campaign
in Europe: March 2016,” Institute for the Study of War, March 25, 2016, https://
iswresearch.blogspot.com/2016/03/isiss-campaign-in-europe-march-2016.
html; Jennifer Cafarella with Jason Zhou, “ISIS’s Expanding Campaign in
Europe,” Institute for the Study of War, September 17, 2017, https://iswresearch.
blogspot.com/2017/09/isiss-expanding-campaign-in-europe.html.

Genevieve Casagrande and Kathleen Weinberger, "Putin’s Real Syria Agenda,”
Institute for the Study of War, March 20, 2017, http://www.understandingwar.
org/sites/default/files/Putin%27s%20Real %208yria%20Agenda.pdf;

Cafarella, "America’s Interests in Syria Beyond Deterring Chemical Weapons

Jennifer

Use,” Institute for the Study of War, April 12, 2018, https://iswresearch.blogspot.
Christopher  Kozak,
“The Strategic Convergence of Russia and Iran,” Institute for the Study of War,
February 24, 2017, https://iswresearch.blogspot.com/2017/02/the-strategic-con-
vergence-of-russia-and.html.

Jennifer Cafarella, Harleen Gambhir, and Katherine Zimmerman, “U.S. Grand
Strategy: Destroying ISIS and Al Qaeda, Report Three,” Institute for the Study
of War, February 2016, http://www.understandingwar.org/sites/default/files/
Jabhat%20al%20Nusra%20and%201S1S%20Sources%200f%20Strength_o.pdf;
Jonathan Mautner, “Russian Airstrikes in Syria: January 26 — February 28, 2017,”
Institute for the Study of War, March 3, 2017, https://iswresearch.blogspot.
com/2017/03/russian-airstrikes-in-syria-january-26.html; Matti Suomenaro

com/2018/04/americas-interests-in-syria-beyond.html;

and the ISW Syria and Turkey Teams, “Russia Renews Targeting Civilians: August
14 — October 7, 2017,” Institute for the Study of War, October 16, 2017, http://
iswresearch.blogspot.com/2017/10/russia-renews-targeting-civilians.html.

[“Peskov: Russia Will Be the Only Country Operating in Syria on Legitimate
Basis”] Gordon, ~ September 30, 2015,
worldnews/peskov-rossiya-budet-edinstvennoy-stranoy-osushchestvlyayush-

chey-operacii-vsirii-na-legitimnoy-osnove-100135.html.

https://gordonua(.)com/news/

UNDERSTANDINGWAR.ORG

55



CONFRONTING THE RUSSIAN CHALLENGE: A NEW APPROACH FOR THE U.S.

27.

28.

29.

30.

31.

32.

33.

34.

35.
36.
37.

38.

39.

Christopher Kozak,
Syria,” Institute for the Study of War, April 2015, http://www.understand-
ingwar.org/sites/default/files/An%20Army%20in%20All%20Corners%20
by%20Chris%20Kozak%201.pdf; Nataliya Bugayova, “How We Got Here with
Russia: The Kremlin's Worldview,” Institute for the Study of War, March 2019,

http://www.understandingwar.org/sites/default/files/ISW%20Report_The%20
Kremlin%275%20Worldview March%202019.pdf.

“'An Army in All Corners: Assad’s Campaign Strategy in

Hugo Spaulding, “Russia’s False Narrative in Syria,” Institute for the Study
of War, December 1, 2015, http://www.understandingwar.org/backgrounder/
russias-false-narrative-syria-december-1-2015; Genevieve Casagrande, “Russian

Dlsmformauon on Airstrikes in Syria,” Institute for the Study ofWar October 3,
2015, .
strikes-in. html Catherlne Harris and Mason Clark, “Russia in Review: Russia’s
Institute for the Study of War, November 9, 2018,
https://iswresearch.blogspot.com/2018/11/russia-in-review-russias-lessons.
html; Mason Clark with Catherine Harris, “Russia’s New Tool for Wielding
Information,” Institute for the Study of War, January 15, 2019, https://iswre-
search.blogspot.com/2019/01/russias-tools-for-wielding-information.html.
ISW Research Team, “The Looming Vacuum in Syria,” Institute for the Study of
‘War, December 21, 2018, https://iswresearch.blogspot.com/2018/12/the-loom-
ing-vacuum-in-syria.html.

Matti Suomenaro and Jennifer Cafarella with the ISW Russia Team,
Expands Its Air Defense Network in Syria,” Institute for the Study of War,
November 30, 2018, https://iswresearch.blogspot.com/2018/11/russia-expands-
its-air-defense-network.html; Adam Taylor, “Do U.S. Troops Have a Future
in Iraq?,” Washington Post, February 7, 2019, https://www.washingtonpost.com/
world/2019/02/07/do-us-troops-have-future-irag/?utm_term=.c005ebbesdof.
These observations hold even for NSC-68, the document signed by Harry S.

Lessons Learned in Syria,”

“Russia

Truman in 1950 that served as the guiding principle of U.S. grand strategy during
the Cold War. Detailed and articulate though it was, NSC-68 was not a plan—it was
an assessment of the situation, an articulation of the objectives of both sides, and
a discussion of the general approach the U.S. should take to achieve its aims and
thwart the Soviets, with some observations about means by which to do so.
[“National Policy Strategies"] Russian Foreign Ministry, January 2, 2016,
tp://www.mid(.)ru/ru/foreign_policy/official documents/-/asset_publisher/
CptICkB6BZ29/content/id/2944.30; [“Russian Military Doctrine”] Russian
Foreign Ministry, March 3, 2015, tp://www.mid(.)ru/ru/foreign_policy/

official documents/-/asset_publisher/CptICkB6BZ29/content/id/976907%;

[“Russian Marltlme Doctrme "] Russlan Forelgn Ministry, August 18, 2004.,

CptICkBGBZgg/content/ld/462098 [“Information Security Doctrine”] Russian

Foreign Ministry, December 5, 2016, http://www.mid(.)ru/ru/foreign_policy/

official documents/- /asset,publisher/CptICkBGBZgQ/content/id/g 563163;

[Forelgn Policy Concepts”] Russlan Forelgn Ministry, December 1, 2016
(. .

CptICkBGBZgg/content/ld/g54224 i [ Presldentlal Decree on the Foreign
Policy Course” "] Russian Foreign Ministry, May 7, 2012, http://www.mid(.)ru/

ru/foreign_policy/official_ documents/-/asset_publisher/CptICkB6BZ29/content/
id/157626; ["Foreign Policy Annual Overviews”] Russian Foreign Ministry,
accessed May 30, 2019, http://www.mid()ru/ru/activity/review.

Vladimir Putin, “Annual Address to the Federal Assembly,” Kremlin, March 1,
2018, http://en.kremlin(.)ru/events/president/transcripts/messages/56
Vladimir Putin, “Annual Address to the Federal Assembly,” Kremlin, December 1,
2016, http://en.kremlin(.

ru/events/president/transcripts/messages/

Nataliya Bugayova, “"How We Got Here with Russia: The Kremlin's Worldview,”
Institute for the Study of War, March 2019, http://www.understandingwar.org/
report/how-we-got-here-russia-kremlins-worldview.

Ibid.

Ibid, p. 14.

Steven Meyers, The New Tsar (New York: Doubleday, 2016); Andrew Jack, Inside Putin’s
Russia (London: Granta Books, 2005); RT, “Top Businessmen Not Immune to
Putin’s Wrath,” YouTube, June 5, 2009, https://www.youtube.com/watch?v=UM-
IsbB33QSc; Roman Badanin et al., “For People and Deripaska,” Gazeta, June 4,
2009, https://www.gazeta(.)ru/politics/2009/06/04._a_3206790.shtml;
Bekbulatova, “Why Is the Kremlin Replacing Multiple Regional Governors Right
Before Russia’s Fall Elections?,” Meduza, March 20, 2019, https://meduza(.)
io/en/feature/2019/03/20/why-is-the-kremlin-replacing-multiple-region-

al-governors-right-before-russia-s-fall-elections; Tom Parfitt, "Vladimir Putin
Tells Roman Abramovich to Pay for World Cup 2018,” Guardian, December 4,

2010, https://www.theguardian.com/world/2010/dec/05/abramovich-pu-
tin-world-cup; Karen Dawisha, Putin’s Kleptocracy: Who Owns Russia ? (New York: Simon
& Schuster, September 2015).

Sergey Sukhankin, “Moscow Throws Oligarchs Lifeline in Form of '‘Offshore’
Zones in Kaliningrad and Vladivostok,” Jamestown Foundation, June 5, 2018,
https://jamestown.org/program/moscow-throws-oligarchs-lifeline-in-form-of-
offshore-zones-in-kaliningrad-and-vladivostok/.

Alissa de Carbonnel,
Russian Opposition,”

Taisia

“Billions Stolen in Sochi Olympics Preparations—
Reuters, May 30, 2013, https://www.reuters.com/article/
us-olympics-sochi-corruption/billions-stolen-in-sochi-olympics-prepara-

tions-russian-opposition-idUSBREg4ToRU20130530.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

For more, see this excellent biographical history of the period: Leon Aron, Yeltsin:
A Revolutionary Life (New York: St. Martin’s Press, 2000).

The pseudo-autobiography Putin caused to be written in 2000 includes a chapter
entitled “Democrat,” telling the story of his experiences with Sobchak. For more
see Vladimir Putin et al., First Person: An Astonishingly Frank Self-Portrait by Russia’s President
(New York: PublicAffairs, 2000).

For a good discussion of the state of the Russian economy and the relative effects of
low oil prices and sanctions see Congressional Research Service, “U.S. Sanctions
on Russia,” January 11, 2019, p. 41, https://fas.org/sgp/crs/row/R45415.pdf.

Frederick Kagan, “Understanding Russia Today: Russia’'s Many Revisions,”
Critical Threats Project, December 2016, p. 11, https://www.criticalthreats.org/
wp-content/uploads/2016/12/Understanding_Russia_Today CTP_formatted.pdf.
For a good brief discussion of the economic challenges Putin faced see Sergei
Guriev, “Political Origins and Implications of the Economic Crisis in Russia,”
Putins Russia: How It Rose, How It Is Maintained, and How It Might End, ed. Leon Aron
(Washington, DC: American Enterprise Institute, 2015).
Congressional Research Center, “U.S. Sanctions on Russia,”
https://fas.org/sgp/crs/row/R45415.pdf.

January 11, 2019,

Leon Aron, “Drivers of Putin’s Foreign Policy,” American Enterprise Institute,
June14, 2016, http://www.aei.org/publication/drivers-of-putins-foreign-policy/.
For a discussion of the evolution of Putin’s worldview and narratives see Nataliya
Bugayova, “How We Got Here with Russia: The Kremlin's Worldview,” Institute
for the Study of War, March 2019, http://www.understandingwar.org/sites/
default/files/ISW%20Report The%20Kremlin%27s%20Worldview March%20
2019.pdf.
Frederick Kagan,
American Enterprise Institute, July 13, 2016, http://www.aei.org/publication/
whats-in-a-name-putins-ominous-vision-for-russia/.

“What's in a Name? Putin’s Ominous Vision for Russia,”

For a nuanced empirical study of attitudes toward religious education in one area
of Russia see Tobias Kéllner, "Patriotism, Orthodox Religion and Education:
Empirical Findings from Contemporary Russia,” Religion, State, and Society, vol. 44,
no. 4 (December 15, 2016), pp. 366-386.

Kremlin, “Address by the President of the Russian Federation,” March 18, 2014,

http://en.kremlin(.)ru/events/president/news/20603.

For a good discussion of the overarching phenomenon see Leon Aron, “Drivers
of Putin’s Foreign Policy,” American Enterprise Institute, June 14, 2016, http://

www.aei.org/publication/drivers-of-putins-foreign-policy/.

Andrei  Pertsev, “Kremlin Scapegoat: Russia’s In-System Opposition
Is  under Attack,” Moscow Times, April 10, 2019, https://www.

themoscowtimes.com/2019/04/10/kremlin-scapegoat-russias-in-system-op-
position-is-under-attack-a65180; David Filipov, "Here Are 10 Critics of
Vladimir Putin Who Died Violently or in Suspicious Ways,” Washington Post, March
23, 2017, https://www.washingtonpost.com/news/worldviews/wp/2017/03/23/
here-are-ten-critics-of-vladimir-putin-who-died-violently-or-in-suspicious-
ways/?noredirect=on&utm_term=.8066c8f4fe12.
Amie Ferris-Rotman and Anton Troianovski, “Russian Police Detain More
Than 1,600 Protesting Putin’s 4th Presidential Term,” Washington Post, May 5,
2018, https://www.washingtonpost.com/world/thousands-of-russians-ral-
ly-against-putin-ahead-of-inauguration/2018/05/05/3007a9a2-503d-11e8-
b725-92c89fe3cadc story.html?utm_term=.964b882b4af7; Yulia Shalgaliyeva,
[T Am Ashamed That We Have Such Police.” Security Forces Began to Disperse
Eco-Activists in Shiyes”] MBX, April 26, 2019, https://mbk-news.appspot(.)com/
region/siloviki-nachali-razgonyat-aktivistov-na-shiese/.
“What Happens If Russia Cuts Itself Off from the
February 12, 2019,
russia-internet-disconnect-what-happens/.
“Russian Federation Council Approves New National Guard,” Moscow Times, June
29, 2016, http://old.themoscowtimes.com/article/57374.3.html;
[“Presidential Decree Concerning the National Guard of the Russian Federation”]
April 5, 2016, http://kremlin(.)ru/acts/news/5164.8.

Louise Matsakis,

Internet,” Wired, https://www.wired.com/story/

Kremlin,

Robert Mueller, Report on the Investigation into Russian Interference in the 2016 Presidential
Election (Washington, DC: Melville House, 2019), p- 146.

Nataliya Bugayova with Jack Ulses and Chase Johnson, “The Kremlin's Campaign
in Africa,” Institute for the Study of War, October 18, 2018, http://iswresearch.
blogspot.com/2018/10/the-kremlins-campaign-in-africa 18.html.

“Russia’s Military Gamble in Syria Is Paying Off Handsomely,” Economist, May 12,
2019, https://www.economist.com/middle-east-and-africa/2019/05/12/russias-

military-gamble-in-syria-is-paying-off-handsomely; Lama Fakih, “Russia Makes
a Killing Off of Its Military Support to Assad,” Human Rights Watch, March 13,

2018, https://www.hrw.org/news/2018/03/13/russia-makes-killing-its-military-
support-assad; Vladimir Isachenkov, “Russia Hoping to Boost Arms Sales After

Syrlan Usage,” DefenseNews August 30 2017, https ://www.defensenews. com/global/
ific/2017/08/30/ b les-aff /.

from Mediterranean Submarine,” BBC,

https://www.bbc.com/news/world-middle-east-35041656;
“Kalibr: Russia Has Its Very Own ‘Tomahawk’ Missile,”

https: //nauonalmterest org/blog/the-buzz/
h il

“Russia  Hits Targets in Syria

December 8, 2015,
Sebastian Roblin,
Natwnal Interest

Apn] 7, 2017,

56

CRITICALTHREATS.ORG



JUNE 2019

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

Jim Inhofe et al., “A U.S. Fighter Jet or a Russian Missile System. Not Both,” New
Tork Times, April 9, 2019, https://www.nytimes.com/2019/04/09/opinion/turkey-
united-states-f35conflict.html.

Mason Clark and Nataliya Bugayova, “Russia in Review: May 9 — 13, 2019,”
Institute for the Study of War, May 14, 2019, http://iswresearch.blogspot.
com/2019/05/russia-in-review-may-9-13-2019.html;
Ministry, “Cooperation with Russian Armed Forces,” accessed May 30, 2019,
https://www.mil(.)by/en/militar

Belarusian Defense

olicy/cooperation RF/.
Franklin Holcomb and Ben Knudsen, “Ukraine Update: December 9, 2016
— February 5, 2017,” Institute for the Study of War, February 5, 2017, http://

iswresearch.blogspot.com/2017/02/ukraine-update-december-9-2016-february.
html.

Michael Carpenter, “Russia Is Co-opting Angry Young Men,” Atlantic, August
29, 2018, https://www.theatlantic.com/ideas/archive/2018/08/russia-is-co-opt-

ing-angry-young-men/568741/; Barbie Nadeau, “An Italian Expose Documents

Moscow Money Allegedly Funding Italy’s Far-Right Salvini,” Daily Beast, February
22, 2019, https://www.thedailybeast.com/an-italian-expose-documents-mos-
cow-money-allegedly-funding-italys-far-right-salvini; Paul Sonne, "A Russian
Bank Gave Marine Le Pen’s Party a Loan. Then Weird Things Began Happening,”
Washington Post, December 27, 2018, https://www.washingtonpost.com/world/
national-security/a-russian-bank-gave-marine-le-pens-party-a-loan-then-
weird-things-began-happening/2018/12/27/960¢7906-d320-11e8-2275-
81¢671a50422 story.html.

Robert Kagan, “The Strongmen Strike Back,” Washington Post, March 14, 2019,
https://www.washingtonpost.com/news/opinions/wp/2019/03/14/feature/
the-strongmen-strike-back/?utm_term=.eddo6dc5f8ef.

Suzanne Spaulding, Devi Nair, and Arthur Nelson, “Russia’s Attacks on
Democratic Justice Systems,” CSIS, May 1, 2019, https://www.csis.org/features/
russias-attacks-democratic-justice-systems.

[“Putin: Most Citizens Do Not Have Influence Over
Democratic Countries,”] RIA Novosti, October 27, 2016,

ru/20161027/14.80141794.html.

Jim  Norman, “Americans’ Confidence in Institutions Stays Low,”
Gallup, June 13, 2016, https://news.gallup.com/poll/192581/
americans-confidence-institutions-stays-low.aspx?g_source=link NEWSV9&g.

medium=related tile3&g campaign=item_1 &g _content=Americans%27%-

2520Confidence%2520in%2520Institutions%2520Stays %2520 Low.

“Cooperation or Resistance?: The Role of Tech Companies in Government

Power in

https://ria(.)

Surveillance,” Harvard Law Review, May 13, 2019, https://harvardlawreview.
org/2018/04/cooperation-or-resistance-the-role-of-tech-companies-in-gov-

ernment-surveillance/.

Merriam-Webster, “Suzerain,” accessed May 3, 2019, https://www.merriam-web-
ster.com/dictionary/suzerain.

Jeff Befliner, “Yeltsin Decrees Help for Abroad,” UPI
Archives, ~ August 11, 1994, https://www.upi.com/Archives/1994/08/11/
Yeltsin-decrees-help-for-Russians-abroad/7496776577600/.

[“Presidential Decree on the Approval of the National Security Concept

Russians

of the Russian Federation”], Collection of Legislation of the Russian
Federation, December 29, 1997, http://www.szrf()ru/szrf/doc.
phtml?nb=100&issid=1001997052000&docid=1210NationalSecurityConcept.
Nataliya Bugayova, “How We Got Here with Russia: The Kremlin's Worldview,”
Institute for the Study of War, March 2019, p. 17, http://www.understandingwar.
org/sites/default/files/ISW%20Report The%20Kremlin%27s%20Worldview_
March%202019.pdf.

Polit Russia, [“Speech by V. Putin at the Munich Conference (2007)”] YouTube,
December 19, 2011, https://www.youtube.com/watch?v=PkyjYKVYIWo.

Stephen Cohen, War with Russia: From Putin and Ukraine to Trump and Russiagate (New York:
Skyhorse Publishing, February 2019).

DougBandow, “Settle Crimeawith a Referendum,” National Interest, August 30, 2018,
https://nationalinterest.org/feature/settle-crimea-referendum-30087; [“Putin:
Khrushchev Made a Decision on Crimea in Violation of the Constitution”] RIA
Novosti, March 18, 2014, https://ria(.)ru/20140318/1000029559.html.

Chamber of Commerce and Industry of the Russian Federation, [“Yevgeny
Primakov’s Presentation at the Meeting of the ‘Mercury Club’”] YouTube, January
14, 2014, https://www.youtube.com/watch?v=2Yg375FTiYE.

Alexander Tanas, “Moldova Calls on Russia to Withdraw Troops from
Breakaway Region,” Reuters, July 21, 2017, https://www.reuters.com/article/

us-moldova-russia-military/moldova-calls-on-russia-to-withdraw-troops-from-
breakaway-region-idUSKBNIA61RO.

“Moscow Close to Finalizing Deal to Lease Syria’s Tartus Port for 49 Years,” RFE/
RL, April 21, 2019, https://www.rferl.org/a/moscow-damascus-near-deal-on-
lease-syrian-port-tartus/29894114.html.

79.

80.

81.

82.

83.

84.

85.

86.

87.

88.

89.

Nataliya Bugayova with Jack Ulses, “The Kremlin's Campaign in Egypt,” Institute

for the Study of War, June 2018, http://www.understandingwar.org/sites/default/
files/ISW%20-%20Russia%20Egypt%20Campaign%20-%20June%202018.
pdf; Emily Estelle, “A Strategy for Success in Libya,” Critical Threats Project,
November 2017, https://www.criticalthreats.org/wp-content/uploads/2017/11/
A-Strategy-for-Success-in-Libya.pdf; Liz Sly, “In the Middle East, Russia Is
Back,” Washington Post, December 5, 2018, https://www.washingtonpost.com/
world/in-the-middle-east-russia-is-back/2018/12/04./e899df30-aafl-11e8-
9a7d-cd30504ff902_story.html?utm_term=.8eag08c7leba; Sarah Marsh and
Nelson Acosta, “Cuba Boosts Trade Ties with Cold War Ally Russia as U.S.
Disengages,” Reuters, December 19, 2017, https://www.reuters.com/article/

us-cuba-russia-analysis/cuba-boosts-trade-ties-with-cold-war-ally-russia-as-u-
s-disengages-idUSKBNI1EDOFI.

Andrew Roth, “Russian Mercenaries Reportedly in Venezuela to Protect Maduro,”
Guardian, January 25, 2019, https://www.theguardian.com/world/2019/jan/25/
venezuela-maduro-russia-private-security-contractors; Alireza Noori, “Iran
Seeks Broader Defense Cooperation with Russia Amid US Pressure,” Al-Monitor,

May 10, 2019, https://www.al-monitor(.)com/pulse/originals/2019/05/iran-rus-
sia-military-cooperation-arms-deals-embargo-jcpoa.html; Darina Regio and
Michaela Walker, “Russia in Review: March 26 — April 4, 2019,” Institute for the
Study of War, April 5, 2019, https://iswresearch.blogspot.com/2019/04/russia-
in-review-march-26-april-4-2019.html; Christopher Kozak, “The Strategic
Convergence of Russia and Iran,” Institute for the Study of War, February
24, 2017,
gence-of-russia-and.html.

<?> Nataliya Bugayova with Jack Ulses and Chase Johnson, "The Kremlin's
Campaign in Africa,” Institute for the Study of War, October 18, 2018, http://
iswresearch.blogspot.com/2018/10/the-kremlins-campaign-in-africa_18.html;
Carl Schreck, “What Are Russian Military Contractors Doing in the Central African

Republic?,” RFE/RL, August 1, 2018, https://www.rferl.org/a/explainer-what-rus-
sian-military-contractors-are-doing-in-central-african-republic/294.0 o

https://iswresearch.blogspot.com/2017/02/the-strategic-conver-

html; "Russia Set Up Two Military Bases and Sent Troops on Ground in East
Libya,” Libyan Express, October 9, 2018, https://www.libyanexpress(.)com/
russia-set-up-two-military-bases-and-sent-troops-on-ground-in-east-libya/.

Paul Bucala and Genevieve Casagrande, “How Iran Is Learning from Russia in
Syria,” Institute for the Study of War, February 3, 2017, http://www.understand-
ingwar.org/backgrounder/how-iran-learning-russia-syria; Jonathan Mautner
with Christopher Kozak, “Russian Airstrikes in Syria: July 28 — August 29, 2016,”
Institute for the Study of War, September 16, 2016, https://iswresearch.blogspot.
com/2016/09/russian-airstrikes-in-syria-july-28.html; “Iran Says Russia Can
Use Its Military Bases ‘On Case by Case Basis,”” Reuters, March 28, 2017, https://
www.reuters.com/article/us-russia-iran-rouhani-base-idUSKBN16Z0oNU.

Matti Suomenaro and Aaron Hesse, “Military Movements After the April 2018
Chemical Attack,” Institute for the Study of War, April 12, 2018, http://iswre-
search.blogspot.com/2018/04/military-movements-after-april-2018.html.

Mike Benitez and Aaron Stein, “The Post-Coup Purge of Turkey’s Air Force,” War
on the Rocks, September 19, 2016, https://warontherocks.com/2016/09/the-post-
coup-purge-of-turkeys-air-force/; Jennifer Cafarella with Elizabeth Sercombe
and Charles Vallee, “Partial Assessment of Turkey’s Post-Coup Attempt Military
Purge,” Institute for the Study of War, July 30, 2016, http://iswresearch.blogspot.
com/2016/0%7/partial-assessment-of-turkeys-post-coup.html.

Darina Regio and Michaela Walker, “Russia in Review: March 26 — April 4,
2019,” Institute for the Study of War, April 5, 2019, http://iswresearch.blog-
spot.com/2019/04./russia-in-review-march-26-april-4-2019.html; Mike Eckel,
“Venezuela Convulses and Russia Frets: What Does Moscow Stand to Lose If the

Maduro Government Falls?,” RFE/RL, April 30, 2019, https://www.rferl.org/a/
explainer-venezuela-coup-bad-news-moscow/29913164.html.

Anchal Vohra, "Russia’s Payback Will Be Syria’s Reconstruction Money,”
Foreign  Policy, May 5, 2019, https://foreignpolicy.com/2019/05/05/
russias-payback-will-be-syrias-reconstruction-money/.

U.S. Department of the Treasury, “Treasury Sanctions Additional Individuals
and Entities in Connection with the Conflict in Ukraine and Russia’s Occupation
of Crimea,” January 26, 2018, https://home.treasury.gov/news/press-releases/
sm0266; U.S. Department of Justice, “Grand Jury Indicts Thirteen Russian
Individuals and Three Russian Companies for Scheme to Interfere in the United
States Political System,” February 16, 2018, https://www.justice.gov/opa/pr/
grand-jury-indicts-thirteen-russian-individuals-and-three-russian-compa-
nies-scheme-interfere.

Catherine Harris, Nicole Geis, and Mason Clark, “Russia in Review: Targeting
Ukraine to Test the West,” Institute for the Study of War, November 30,
2018, https://iswresearch.blogspot.com/2018/11/russia-in-review-target-
ing-ukraine-to.html; Catherine Harris, Mason Clark, and Nicole Geis with
the ISW Research Team, “Russia in Review: Russia Poised to Escalate Ukraine
Campaign,” Institute for the Study of War, December 11, 2018, http://iswre-
search.blogspot.com/2018/12/russia-in-review-russia-poised-to.html; ~Michael
Cruickshank, “Investigating the Kerch Strait Incident,” Bellingcat, November
30, 2018, https://www.bellingcat.com/news/uk-and-europe/2018/11/30/
investigating-the-kerch-strait-incident/.

Julian Borger, Patrick Wintour, and Heather Stewart, "Western Allies
Expel of Russian Diplomats over Skripal Attack,”
March 27, 2018,  https://www.theguardian.com/uk-news/2018/mar/26/
four-eu-states-set-to-expel-russian-diplomats-over-skripal-attack.

Scores Guardian,

UNDERSTANDINGWAR.ORG

57



CONFRONTING THE RUSSIAN CHALLENGE: A NEW APPROACH FOR THE U.S.

90.

91.

92.

93.

94.

95.

96.

97.

98.

99.

100.

101.

102.

103.

Kremlin, [“International Forum ‘One Belt, One Road’”] April 26, 2019,

http://kremlin(.)ru/events/president/news/60378;
[“Foreign Policy of the Russian Federation in 2018”] March 2019, http://www.

mid(.)ru/documents/10180/ /%D0%9E%D0%91%D0%97%D0%qE%
Do%A0+2018.docx/184f4d40-69ce-4653-boee-5b2420375f9e.

Russian  Foreign Ministry, ["Foreign Policy of the Russian Federation
in 2018”] March 2019, http://www.mid(.)ru/documents/10180/
593774/%D0%9E%D0%91%D0%97%D0%9E%D0%A0+2018.
docx/184£4d4.0-69ce-4653-boee-5b24a0375fqe.

Nataliya Bugayova with Jack Ulses, “The Kremlin’s Campaign in Egypt,” Institute
for the Study of War, June 20, 2018, http://www.understandingwar.org/
backgrounder/kremlins-campaign-egypt.

“Intelligence Estimate and Forecast: The Syrian Theater,” Institute for the

Russian  Foreign Ministry,

Study of War and Critical Threats Project, September 2017, http://www.
understandingwar.org/sites/default/files/ISW%20CTP%20-%20The%20

Syrian%20Theater%20-%20September%202017.pdf; “Iraq, Russia, Iran,
Syria Military Chiefs Discuss Security, Intel Cooperation,” Press TV, September

2, 2018,  https://www.presstv(.)com/Detail/2018/09/02/572934/Iraq-Iran-
Russia-Syria-Daesh; [“Iraq Heads a Quadrilateral
with Russia, Syria, and Iran”], Nas News, December 16, 2018, https://www.
nasnews(.)com/%D8%A7%D9%84%D8%B9%D8%B1%D8%A7%Dq%82-
%D9%8A%D8%AA%D8%B1%D8%A3%D8%B3-%D9%85%D8%A4%D8%AA
%D9%85%D8%B1%D8%A7-%D8%A3%D9%85%D9%86%D9%8A%D8%A7-
%D8%B1%D8%A8%D8%A7%D8%Ba%D9%8A%DSE%AYT-
%D9%8A%D8%B6%D9%85-%D8%B1/.

Catherine Harris, Darina Regio, and Andrea Snyder, “Russia in Review: December
12, 2018 — January 16, 2019,” Institute for the Study of War, January 17, 2019,
https://iswresearch.blogspot.com/2019/01/russia-in-review-december-12-2018.
html; Mason Clark and Nataliya Bugayova, “Russia in Review: May 9 — 13, 2019,”
Institute for the Study of War, May 14, 2019, https://iswresearch.blogspot.
com/2019/0K/russia-in-review-may-9-13-2019.html.

Security Conference

There is no reason to think that Putin believes that a large-scale nuclear war
is “winnable.” Russian discussions of using nuclear weapons, which are very
concerning, nevertheless apply to the use of a small number of relatively low-yield
weapons in order to “de-escalate” a conflict, to use the horrific euphemism the
Kremlin employs.

Debate over terminology has become heated. This study will use these terms and
others interchangeably and without attributing to them any meaning or content
beyond what is explicitly described in the text. None of them have rigorous and
agreed-upon definitions, all have advantages and disadvantages, and continuing
to argue over the terms themselves will add little to our understanding of the
problem. This paper will describe explicitly what ideas and behavior it is referring
to in each case, and readers are asked to engage with those descriptions and discus-

sions rather than the terms used to encapsulate them briefly.

Stephen Blank,
Foundation,

“Can Russia Sustain Its Military Capability?” Jamestown
September 13, 2016, https://jamestown.org/program/
stephen-blank-can-russia-sustain-its-military-capability/.

Steven Meyers, “In Unit with Paid Volunteers, Russia Marches Haltingly toward
Military Reform,” New York Times, December 18, 2002, https://www.nytimes.
com/2002/12/18/world/in-unit-with-paid-volunteers-russia-marches-halting-
ly-toward-military-reform.html; [“Putin Promisedto Cancel Conscription”], Lenta,
October 24, 2017, https://lenta(.)ru/news/2017/10/24/sluzhba/; Julian Cooper,
“The Russian State Armament Programme, 2018-2027,” NATO Defense College,
May 2018, http://www.ndc.nato.int/news/news.php?icode=1167; Paul Goble,
“Despite Cut in Draft Numbers, Russia Unlikely to Have Fully Professional Army
Soon,” Jamestown Foundation, October 5, 2017, https://jamestown.org/program/
despite-cut-draft-numbers-russia-unlikely-fully-professional-army-soon/.
Richard Connolly and Mathieu Boulegue, “Russia’'s New State Armament

Programme: Implications for the Russian Armed Forces and Military Capabilities
to 2027,” Chatham House, May 2018, https://www.chathamhouse.org/sites/
default/files/publications/research/2018-05-10-russia-state-armament-pro-
gramme-connolly-boulegue-final.pdf.

Mark Thompson, “Russia’s Unguided Weapons in Syria Could Ricochet on
Moscow,” Time, October 2, 2015, http://time.com/4.0594.4.2/russia-bombing-
syria-isis-assad/; Douglas Barrie and Howard Gethin, “Russian Weapons in the

Syrian Conflict,” NATO Defense College, May 2018, http://www.ndc.nato.int/
news/news.php?icode=1169; Michael Peck, “Russia’s Air Force Is More Dangerous

Than Ever Thanks to This,” National Interest, January 23, 2019, https://nation-
alinterest.org/blog/buzz/russias-air-force-more-dangerous-ever-thanks-42292.

Jim Nichol, “Russian Military Reform and Defense Policy,” Congressional
Research Service, August 24, 2011, https://fas.org/sgp/crs/row/R42006.pdf;
Catherine Harris and Frederick Kagan, “Russia’s Military Posture: Ground
Forces Order of Battle,” Institute for the Study of War, March 2018, pp. 10-11,
http://www.understandingwar.org/sites/default/files/Russian%20Ground %20
Forces%2000B_I1SW%20CTP_o.pdf.

Valery Gerasimov, [“The Value of Science Is in Foresight”] VPK, February 26,
2013, https://www.vpk-news(.)ru/articles/14.632.

Mark Galeotti,
Foreign  Policy,

“I'm Sorry for Creating the 'Gerasimov Doctrine,’”

March 5, 2018,  https://foreignpolicy.com/2018/03/05/

im-sorry-for-creating-the-gerasimov-doctrine/.

104.

105.

106.

107.

108.

109.

110.

111.

112.

113.

114.

One can argue forcefully and validly both that there is and there is not a
“Gerasimov doctrine.” Strictly speaking, there is no such thing—there is no single
document embodying any such doctrine, nor is there a body of formal Russian
military doctrine entirely defined or shaped by it. The term is definitely inap-
propriate if used in a manner congruent with phrases such as “Carter doctrine”
or “Reagan doctrine” to mean a prescription or set of prescriptions for precisely
how Russia should act in particular circumstances. There is, however, a coherent
body of thought, doctrine, and practice that is aptly captured in Gerasimov’s orig-
inal article and in subsequent Gerasimov articles and statements which, taken as a
whole, could be regarded as a “Gerasimov doctrine,” using the word “doctrine”
loosely and informally. These are the reasons why we think that continuing to try to
prove or disprove the existence of a “Gerasimov doctrine” will add nothing further
to our understanding.

Mason Clark with Catherine Harris, “Russia’s New Tool for Wielding
Information,” Institute for the Study of War, January 15, 2019, http://iswresearch.
blogspot.com/2019/01/russias-tools-for-wielding-information.html; Catherine
Harris and Mason Clark, “Russia’s Lessons Learned in Syria,” Institute for the
Study of War, November 9, 2018, http://iswresearch.blogspot.com/2018/11/

russia-in-review-russias-lessons.html.

Mason Clark and Catherine Harris with Jennifer Cafarella, “Russia in Review:
The Gerasimov Doctrine Is Here to Stay,” Institute for the Study of War, October
30, 2018,
mov-doctrine-is.html.

http://iswresearch.blogspot.com/2018/10/russia-in-review-gerasi-

Maria Snegovaya, “Putin’s Information Warfare in Ukraine,” Institute for the

Study of War, September 2015, http://www.understandingwar.org/sites/default/
files/Russian%20Report%201%20Putin’s%20Information%20Warfare %20
in%20Ukraine-%20Soviet%200rigins%200f%20Russias%20Hybrid%20
Warfare.pdf.

Nataliya Gevorkyan, Natalya Timakova, and Andrei Kolesnikov, [First Person:
Conversations with Vladimir Putin] (Moscow: Vagrius Press, 2000), http://lib(.)ru/
MEMUARY/PUTIN/razgowor.txt.

Eugene Rumer, “The Primakov (Not Gerasimov) Doctrine in Action,” Carnegie

Endowment for International Peace, June 2019, https://carnegieendowment.org/
files/Rumer_PrimakovDoctrine_final.pdf.

For an overview of how U.S. leaders have approached bilateral relations with Russia
since the end of the Cold War, see a forthcoming essay by ISW’s Maseh Zarif.
Jennifer Cafarella, “Assad Regime Loses Idlib to Jabhat al-Nusra and Rebel
Offensive,” Institute for the Study of War, March 30, 2015, https://iswresearch.
blogspot.com/2015/03/assad-regime-loses-idlib-to-jabhat-al.html; “The Syrian
Army Renews Offensive in Homs,” Institute for the Study of War, July 5, 2013,
http://www.understandingwar.org/backgrounder/syrian-army-renews-offen-
sive-homs; Christopher Kozak, "Forecasting the Syrian Civil War,” Institute for
the Study of War, September 17, 2015, http://www.understandingwar.org/sites/
default/files/Forecasting%20the%208Syrian%20Civil%20War.pdf; ~ Christopher
Kozak, “'An Army in All Corners: Assad’s Campaign Strategy in Syria,” Institute
for the Study of War, April 2015, http://www.understandingwar.org/sites/default/
files/An%20Army%20in%20Al1%20Corners%20by%20Chris%20Kozak%201.
pdf.

Franklin Holcomb, “The Kremlin's Irregular Army: Ukrainian Separatist

Order of Battle,” Institute for the Study of War, September 2017, http://www.
understandingwar.org/sites/default/files/ISW%20Separatist%20ORBAT %20
Holcomb%202017_Final.pdf; Catherine Harris and Frederick Kagan, “Russia’s
Military Posture: Ground Forces Order of Battle,” Institute for the Study
of War, March 2018, http://www.understandingwar.org/sites/default/files/

Russian%20Ground%20Forces%200O0B_ISW%20CTP_o.pdf; Amos Fox,
“'Cyborgs at Little Stalingrad’: A Brief History of the Battles of the Donetsk

Airport 26 May 2014 to 2I January 2015,” Institute of Land Warfare, May 2019,
https://www.ausa.org/sites/default/files/publications/ITWP-125-Cyborgs-at-
Little-Stalingrad-A-Brief-History-of-the-Battle-of-the-Donetsk-Airport.
pdf?fbelid=IwAR37qgGb30VUNVhTPViLOenghgNDHp 31-P5X2DpLIN-

MYJNtGnyMsIqEds.

“Unprovoked Attack by Syrian Pro-Regime Forces Prompts Coalition Defensive

Strikes,” CJTF-OIR PAO, February 7, 2018, https://www.centcom.mil/MEDIA/
NEWS-ARTICLES/News-Article-View/Article/1435218/unprovoked-at-

tack-by-syrian-pro-regime-forces-prompts-coalition-defensive-strik/; U.S.
Department of Defense, "Department of Defense Press Briefing by Lieutenant

General Harrigian via Teleconference from Al Udeid Airbase, Qatar,” February
13, 2018, https://dod.defense.gov/News/Transcripts/Transcript-View/
Article/1441080/department-of-defense-press-briefing-by-lieutenant-general-
harrigian-via-teleco/.

U.S. Department of Defense, “Dunford Meets
Strengthen Mil-to-Mil Contacts,” February 16, 2017, https://dod.defense.
gov/News/Article/Article/1085746/dunford-meets-russian-counter-
part-to-strengthen-mil-to-mil-contacts/; U.S. of Defense,
“Dunford to Discuss Deconfliction with Russian Counterpart in Helsinki,”
7, 2018, https://dod.defense.gov/News/Article/Article/154.44.46/
dunford-to-discuss-deconfliction-with-russian-counterpart-in-helsinki/.

Russian Counterpart to

Department

June

58

CRITICALTHREATS.ORG



JUNE 2019

115.

116.

117.

118.

119.

120.

121.

122.

123.

124.

125.

126.

127.

128.

129.

130.

“Iran: Russia Prevented Syrians from Using S-300 against Israel,” Israel Hayom,
January 28, 2019, https://www.israelhayom(.)com/2019/01/28/iran-russia-pre-
vented-syrians-from-using-s-300-against-israel/; Tom Balmforth, "After U.S.
Strikes Syrian Air Base, Russians Ask: ‘Where Were Our Vaunted Air Defense
Systems?,”” RFE/RL, April 7, 2017, https://www.rferl.org/a/weher-was-the-s-300-
s-400-missile-defense-systems/28417014.html.

ISIS has used drones and even drone swarms imaginatively to attack Russian posi-
tions in Syria, but the S-300 and S-400 are not designed to handle drones and
were not apparently used against them.

Douglas Barrie and Howard Gethin, “Russian Weapons in the Syrian Conflict,”
NATO Defense College, May 2018.
Dakota Wood, ed., "Fighter/Attack Aircraft,” Heritage Foundation, October

4 2018, http://thf-graphics.s3.amazonaws.com/2018/2019%20Index%20
of%20Military%20Strength/modernization%20tables/NAVY/2019

IndexOfUSMilitaryStrength ASSESSMENT_Navy_10.png.

Dakota Wood, ed., “Total Active-Duty Aircraft Inventory,” Heritage
Foundation, October 4 2018, http://thf-graphics.s3.amazonaws.

com/2018/2019%20Index%200f%20Military%20Strength/ TABLES/2019
IndexOfUSMilitaryStrength TABLES_07.png.

U.S. Defense Intelligence Agency, “Russia Military Power: Building a Military
to Support Great Power Aspirations,” June 2017, p. 55, https://www.dia.mil/
portals/27/documents/news/military%20power%20publications/russia%20

military%20power%20report%202017.pdf.

US Air Force, “Air Superiority 2030 Flight Plan,” May 2016, https://www.af.mil/
Portals/1/documents/airpower/Air%20Superiority%202030%20Flight%20Plan.
pdf; Alex Lokie, “Here’s How an Air War Between Russia and the US in Syria
Would Go Down,” Business Insider, June 23, 2017, https://www.businessinsider.com/
us-russia-air-war-syria-2017-6/.

David Alexander and Tom Balmforth, “U.S. and Russia Spar over ‘Unsafe’ Spy
Plane Intercept Near Syria,” Reuters, June 5, 2019, https://www.reuters.com/
article/us-usa-defense-russia/u-s-says-russian-fighter-conducted-unsafe-in-
tercept-of-navy-surveillance-plane-idUSKCN1T6089; Joseph Trevithick,
“American General Says ‘Adversaries’ Are Jamming AC-130 Gunships in
Syria,” Drive, April 25, 2018, https://www.thedrive.com/the-war-zone/204.04/
american-general-says-adversaries-are-jamming-ac-130-gunships-in-syria.
Jennifer Cafarella et al., “Turkey Shoots Down Russian Jet Supporting Syrian
Regime Offensive,” Institute for the Study of War, November 24, 2015, http://
iswresearch.blogspot.com/2015/11/turkey-shoots-down-russian-jet.html.

Eugene Rumer, “The Primakov (Not Gerasimov) Doctrine in Action,” Carnegie

Endowment for International Peace, June 2019, https://carnegieendowment.org/
files/Rumer PrimakovDoctrine final.pdf.
Mark Schneider, “Escalate to De-escalate,” Proceedings, vol. 143, no. 2

(February 201%7), https://www.usni.org/magazines/proceedings/2017/february/

escalate-de-escalate.

Nataliya Bugayova, "Ukraine’s New President: The Stakes for Ukraine and the
West,” Institute for the Study of War, April 22, 2019, http://iswresearch.blogspot.
com/2019/04/ukraines-new-president-stakes-for.html.

“Poroshenko Says Russia Has No ‘Veto’ on Ukraine’s EU, NATO Bids,”
RFE/RL, November 23, 2018,
ko-russia-/29616266.html;  “Ukrainian Parliament Passes Constitutional
Amendment to Reflect EU, NATO Aspirations,” RFE/RL, February 7, 2019,

https://www.rferl.org/a/ukraine-parliament-passes-constitutional-amend-
ment-to-reflect-eu-nato-aspirations/29756695.html.

https://www.rferl.org/a/ukraine-poroshen-

Robert Mueller, Report on the Investigation into Russian Interference in the 2016 Presidential
Election (Washington, DC: Melville House, 2019), pp- 5-8, 19-35; Youjin Shin,
Chiqui Esteban, and Dan Keating, “Timeline: The Who, What, Where of the
Sprawling Mueller Investigation,” Washington Post, April 19, 2019, https://www.
washingtonpost.com/graphics/2019/politics/mueller-investigations-plots/?nore-
direct=on&utm_term=.f6cc26055412.

Lydia Saad, "Majority of Americans Now Consider Russia a Critical Threat,”

Gallup, February 27, 2019, https://news.gallup.com/poll/247100/majori-
ty-americans-consider-russia-critical-threat.aspx.

Tim Ahmann, "U.S. Imposes Fresh Sanctions for Russian Cyber-Related
Activity,” August 21, 2018,
us-usa-russia-sanctions-treasury/u-s-imposes-fresh-sanctions-for-russian-cy-
ber-related-activity-idUSKCNI1L61FB?il=0; U.S. Department of Justice, “U.S.
Charges Russian GRU Officers with International Hacking and Related Influence
and Disinformation Operations,” October 4, 2018, https://www.justice.gov/opa/
pr/us-charges-russian-gru-officers-international-hacking-and-related-influ-
ence-and; John Bowden, "US to Provide Additional $200M in Defensive Aid to
Ukraine,” Hill, June 20, 2018, https://thehill.com/policy/defense/398123-us-to-
provide-additional-200-million-in-defensive-aid-to-ukraine; “US Announces
Sale of Lethal Aid to Ukraine,” Voice of America, March 1, 2018, https://www.voanews.
com/a/us-announces-sale-of-lethal-aid-to-ukraine/4277150.html.

Reuters, https://www.reuters.com/article/

132.

133.

134.

135.

136.

137.

138.

139.

140.

141.

. It is easy to overstate the degree of coherence of Russian efforts, of course.

Moscow does not appear to be burdened by hard geographic boundaries within
its ministries of defense or foreign affairs. But Putin seems to have adopted an
approach of setting general objectives and guidelines and allowing subordinates
to freelance within those boundaries. Apparently there is no central coordinating
body overseeing all of Russia’s foreign activities, and Putin himself is far from
a micromanager and so does not coordinate those activities himself. Thus, it is
quite possible that elements within the Russian government and in parastatal
organizations operate at cross-purposes. The U.S. likely could take advantage of
incoherence in Russian efforts, but only if it dramatically increased the coherence
of its own.

If recent reports that Russia is withdrawing much of its support to Maduro because
of his inability to continue to pay are confirmed, this would be another example of
this phenomenon. Thomas Grove, “In a Blow to Maduro, Russia Withdraws Key
Defense Support to Venezuela,” Wall Street Journal, June 2, 2019, https://www.wsj.
com/articles/in-a-blow-to-maduro-russia-withdraws-key-defense-support-to-
venezuela-115594.86826.

Nataliya Bugayova, “How We Got Here with Russia: The Kremlin's Worldview,”
Institute for the Study of War, March 2019, http://www.understandingwar.org/

report/how-we-got-here-russia-kremlins-worldview.

The creation of cyber agents—botnets, chatbots, malware, etc.—requires some time
to be effective. Malware has to be written and deployed before it can be triggered.
Bots shaping the information space take some time to amass enough followers,
credibility, and interactivity to be very effective. All of this cyber development can
move much faster than the time it takes to emplace a new human agent—but it still
takes time.

Vladimir Malishev, [“Talents for People. Why the Brain Leak Does Not Stop from
Russia”] Russian Academy of Sciences, September 22, 2015, http://www.ras(.)ru/digest/
showdnews.aspx?id=8a8ae666-96f9-440c-a68e-989928c35eab.

Seth Jones, “Going on the Offensive: A U.S. Strategy to Combat Russian
Information Warfare,” CSIS, October 1, 2018, https://www.csis.org/analysis/
going-offensive-us-strategy-combat-russian-information-warfare.

Freedom House, “Freedom in the World 2019: Russia,” https://freedomhouse.
org/report/freedom-world/2019/russia; Trading Economics, “Russia Corruption
Index, 2019,” https://tradingeconomics.com/russia/corruption-index.

Google offers one such plugin in its store. See “Runet Censorship Bypass,”

Google Web Store, last updated May 11, 2019, https://chrome.google.com/
webstore/detail/%Do0%BE%D0%B1%D1%85%Do%BE%D0%B4-%Do%
B1%Do%BB%Do%BE%D0%BA%D0%B8%D1%80%Do%BE%Do%B2%D
0%BE%D0%BA-%D1%80%D1%83%D0%BD%D0%B5%D1%82%Do%Bo/
npgenondjocldhldegnakemclmfkngch?hl=en.

NATO, “Brussels Summit Declaration,” July 11, 2018, https://www.nato.int/cps/
en/natohq/official_texts 156624.htm.

“Coalition of the willing” is the term of art NATO has coined to describe group-

ings of member states that decide to act together when the North Atlantic Council
does not authorize military action for the entire alliance.

Catherine Harris and Frederick Kagan, "Russia’s Military Posture: Ground
Forces Order of Battle,” Institute for the Study of War, March 2018, http://
www.understandingwar.org/sites/default/files/Russian%20Ground %20
Forces%2000B_ISW%20CTP_o.pdf; Iskander
Capable Missiles to Kaliningrad: RIA,” Reuters, February 5, 2018, https://www.
reuters.com/article/us-russia-nato-missiles/russia-deploys-iskander-nuclear-ca-
pable-missiles-to-kaliningrad-ria-idUSKBN1FP21Y.

“Russia Nuclear-

Deploys

UNDERSTANDINGWAR.ORG

59



INSTITUTE FOR THE

1400 16 TH STREET NW, SUITE 515 | WASHINGTON, DC 20036 | UNDERSTANDINGWAR.ORG | 202.293.5550
1789 MASSACHUSETTS AVENUE NW | WASHINGTON, DC 20036 | CRITICALTHREATS.ORG | 202-862-5800




